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SECTION 1 — ABOUT THIS GUIDANCE

KEY POINTS

UK anti-money laundering regime requirements are set out in the Proceeds of Crime Act
2002 (POCA) (as amended by the Serious Organised Crime and Police Act 2005
(SOCPA)), the Money Laundering Regulations 2007 (2007 Regulations) and the
Terrorism Act 2000 (TA 2000) (as amended by the Anti-Terrorism, Crime and Security
Act 2001 (ATCSA 2001) and the Terrorism Act 2006 (TA 2006)).

HM Treasury approval for this Guidance has been granted. As such the Courts must
take it into account in deciding whether or not an offence has been committed under
s$s330-331, POCA or the 2007 Regulations by an individual or business within its scope.

Businesses and individuals should take account of this Guidance when acting in the
course of business as auditors, external accountants, insolvency practitioners and tax
advisers, and when acting in the course of business as trust and company service
providers. Failure to do so could have serious legal, regulatory or professional
disciplinary consequences.

Where other professional or trade bodies have produced specialist Guidance concerning
particular services or activities, businesses and individuals may need, to have regard to
that Guidance as a supplement to this Guidance.

INTRODUCTION
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1.2

1.3

Terms that appear in italics in this Guidance are explained in the Glossary.

This Guidance has been drafted to be consistent with the Guidance for the UK
financial sector issued by the Joint Money Laundering Steering Group (JMLSG).
Some of the material contained in this guide draws significantly on JMLSG wording,
for which thanks are due to the JIMLSG. The JMLSG Guidance is very
comprehensive, and where businesses or individuals require further guidance, they
may seek it from the IMLSG Guidance. Businesses and individuals carrying out
defined services who follow the JMLSG Guidance, adapted for the circumstances in
which they are practising, will be deemed to have followed this Guidance.

This Guidance has been prepared to assist accountants and related businesses and
professionals in complying with their obligations, arising from United Kingdom
legislation, in relation to the prevention, recognition and reporting of money
laundering.

BUSINESSES AND INDIVIDUALS WITHIN THE SCOPE OF THIS GUIDANCE

1.4

The Guidance is addressed to businesses and individuals covered by Regulation 3
(2)(c) of the 2007 Regulations ie, those who act in the course of a business carried
on by them in the United Kingdom as an auditor, external accountant, insolvency
practitioner or tax adviser (as defined in Regulation 3(4) to 3(8)), and those who act
in the course of business as trust or company service providers under Regulation 3
(1)(e) of the 2007 Regulations (as defined in Regulation 3(10)). These services are
referred to together for the purpose of this Guidance as the defined services.

Businesses that provide both accountancy services and trust or company services
and that are supervised by HMRC should generally follow the this Guidance but also
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1.6

1.7

1.8

1.9

have regard to ‘Appendix 10: Supplementary guidance for trust or company services
providers’ of the HMRC guide ‘MLR 8 - Preventing money laundering and terrorist
financing'.

This Guidance is not addressed to independent legal professionals, even where they
are acting as tax advisers, insolvency practitioners or trust or company service
providers. Independent legal professionals should refer to Guidance issued by their
professional body or anti-money laundering supervisory authority. Where businesses
have sub-contracted parts of their work for clients to other individuals or businesses
situated outside of the United Kingdom, it is likely that those others will be subject to
local anti-money laundering law and not to United Kingdom law in respect of the work
undertaken by them. However, the responsibility of United Kingdom businesses and
individuals for compliance with the 2007 Regulations and POCA and TA in respect of
the conduct of their business, and in respect of information or other matters coming
to them in the course of conducting that business, remains whether or not parts of
the work are sub-contracted.

Regulation 3(7) defines external accountant as someone who provides accountancy
services by way of business to other persons, when providing such services. The
2007 Regulations do not define the term accountancy services. For the purpose of
this Guidance, Accountancy services includes, any service provided under a contract
for services (ie, not a contract of employment) which pertains to the recording,
review, analysis, calculation or reporting of financial information.

Employees of organisations which are not providing defined services are outside the
scope of this Guidance. Those employed in other regulated sectors (financial
services, law firms, estate agents, high value dealers or casinos) should have regard
to Guidance issued by the employer’s trade or professional body or anti-money
laundering supervisory authority. Employees are not engaged in the regulated sector
for the purposes of the anti-money laundering legislation, if their employer is not
acting in the regulated sector. Nor are those providing services privately on an
unremunerated and voluntary basis, since those services will not have been provided
‘by way of business’. Services provided in the course of employment or business in
defined services will however be included, even if provided to the client on a pro-
bono or unremunerated basis.

All persons (including those outside the regulated sector) risk committing the money
laundering offences and are required to report suspicions of terrorist financing formed
in the course of their trade, profession or employment. However, those outside the
regulated sector have no mandatory requirements for reporting knowledge or
suspicions of non-terrorism related money laundering (although if they are
themselves involved in the money laundering, reporting under s338, POCA
(authorised disclosures) is required if the person is to benefit from the defence
available in this regard under ss 327-329, POCA), or for maintaining anti-money
laundering systems. Additional guidance on both the legal requirements and on the
avoidance of money laundering risk, for accountants or tax advisers working outside
the regulated sector, may be sought from an appropriate trade or professional body.

All businesses and individuals within the scope of this Guidance should have regard to
its content, in respect of all defined services. Members and member firms of the
CCAB member bodies and other professional bodies which adopt this Guidance
should be aware that failure to take account of the provisions of this Guidance can
give rise to a liability to disciplinary action. Businesses and individuals undertaking
defined services who are supervised by HMRC should refer to the HMRC’s web site to
determine the likely effects of failure to take into account this Guidance.



1.10

1.11

1.12

1.13

1.14

It should also be noted that the way in which businesses and individuals apply the
provisions of this Guidance will be likely to influence decisions by their professional
bodies on whether they have complied with general ethical requirements, for example
relating to integrity, the need to consider the public interest, or regulatory
requirements.

Businesses and individuals may also need to have regard to Guidance issued by
other standard setters, professional bodies or trade associations where this relates to
particular specialist services. Additional Guidance should be read in conjunction with
this Guidance. Such Guidance includes (but may not be limited to):

e Auditors — Auditing Practices Board Practice Note 12 ‘Money Laundering: Interim
Guidance for Auditors in the UK.
o Tax advisers - Supplementary Guidance for Tax Practitioners (Appendix A).

This Guidance does not deal with the specific requirements of the Financial Services
Authority (FSA). Accordingly, those providing financial services and regulated by the
FSA should additionally refer to FSA requirements, which incorporate anti-money
laundering Guidance issued by the Joint Money Laundering Steering Group
(JMLSG).

However, this Guidance does cover the requirements of firms providing services
under the Designated Professional Body provisions of Part XX, section 326 of the
Financial Services and Markets Act 2000, or otherwise providing financial services
under the oversight of their professional body. Such activities for the purpose of this
Guidance are included within the scope of defined services.

As well as ‘business relationship’, the 2007 Regulations refer to ‘occasional
transactions’, ie, those outside the business relationship valued at over €15,000.
‘Occasional transactions’ is a cogent term in a banking context but is difficult to apply
in the context of accountancy services. Therefore this Guidance uses only ‘business
relationship’, a more natural term for accountancy and related services, throughout.

ROLE OF SUPERVISORY BODIES

1.15

The 2007 Regulations require all businesses to be supervised by an appropriate anti-
money laundering supervisory authority. For many businesses acting as external
accountants and/or auditors, tax advisers or insolvency practitioners the supervisory
authority will be the professional body to which they belong. A full list of approved
supervisory authorities for the accountancy sector is set out in Schedule 3 to the
2007 Regulations, including all six CCAB member bodies and certain other
accountancy and tax bodies. Those businesses that are not members of, or
otherwise regulated by, one of the approved bodies will be supervised by HMRC.
Where a business or individual is subject to more than one anti-money laundering
supervisory authority the relevant anti-money laundering supervisory authorities may
(Regulation 23 (2)) agree that one shall act in respect of that business or individual
but they are not obliged to do so. Accordingly some businesses and individuals will
continue to have to respond to more than one anti-money laundering supervisory
authority.

LEGAL REQUIREMENTS AND STATUS OF THIS GUIDANCE

1.16

The legislation which embodies the UK anti-money laundering regime is contained in:



1.17

1.18

1.19

e The Proceeds of Crime Act 2002 (POCA) as amended by The Serious Organised
Crime and Police Act 2005 (SOCPA) and relevant statutory instruments;

e The Terrorism Act 2000 (TA 2000) (as amended by the Anti Terrorism Crime and
Security Act 2001 (ATCSA) and the Terrorism Act 2006 (TA 2006)) and
relevant statutory instruments; and

¢ The Money Laundering Regulations 2007 (2007 Regulations) and relevant
statutory instruments.

POCA and TA 2000 contain offences which may be committed by individuals or
entities, whereas the 2007 Regulations deal with the systems and controls which
businesses are required to have and contain offences which may be committed by
businesses as well as the key individuals within them.

Approval by HM Treasury has been granted in relation to this Guidance. This means
the Courts must have regard to the Guidance in deciding whether businesses or
individuals affected by it have committed an offence under the 2007 Regulations or
under ss330-331, POCA. Of course, this Guidance cannot be exhaustive. It may be
necessary to seek advice either from trade or professional bodies, anti-money
laundering supervisory authorities or other sources on issues and situations not
covered by this Guidance.

This Guidance has been prepared on the basis that compliance with its
requirements, and recommendations, will ensure compliance with relevant legislation
and professional requirements. Within this Guidance, the term ‘must’ is used to
indicate a legal or regulatory requirement and accordingly the use of this term
indicates where following this Guidance is considered mandatory. Businesses and
individuals may seek alternative interpretations of the UK anti-money laundering
regime if they wish but they are recommended to consider the impact of any advice
they receive on their obligations and be able to justify why they have preferred to
implement an alternative interpretation. However, there are many instances where
law and regulation does not prescribe the required actions. In such instances the
term ‘should’ (and other terms suggesting possible ways in which Businesses and
Individuals may approach matters subject to this Guidance) are used to indicate good
practice methods that may be employed to meet statutory and regulatory
requirements. Businesses and individuals need to consider the specific
circumstances of their own situation in determining whether the suggested good
practice methods are appropriate, or whether they consider alternative practices may
be employed to achieve compliance with law and regulation. In all cases, Businesses
and individuals need to be prepared to be able to explain to their anti-money
laundering supervisory authority the rationale for their procedures and why they
consider they are compliant with law and regulation.

Note that the UK anti-money laundering regime does not apply to some services that
businesses may undertake and applying the regime’s requirements to all their
services may in these cases be unnecessarily costly. This Guidance assumes that
many businesses will find it easier, and more effective, to apply the requirements to
all their services. However, it is a decision for each business to take. Where
businesses choose to outsource or subcontract work to non-regulated entities, they
should bear in mind that they remain subject to the obligation to maintain appropriate
risk management procedures to prevent money laundering activity. In that context,
they should consider whether the subcontracting increases the risk that they will be
involved in or used for money laundering, in which case appropriate controls to
address that risk should be put in place.

10



1.20

1.21

1.22

Those involved in the provision of management consultancy services or interim
management should be particularly alert to the possibility that they could be within
the scope of the anti-money laundering regime to the extent they supply any of the
defined services when acting under a contract for services in the course of business.

Throughout this Guidance, businesses and individuals subject to the provisions of the
UK anti-money laundering regime through being covered in Regulation 3, 2007
Regulations or Schedule 9 to POCA are referred to as being part of the regulated
sector. Note that whilst POCA refers to those covered in Schedule 9 as ‘regulated’
persons and the 2007 Regulations refer to those covered by Regulation 3 as
‘relevant’ persons, those included in the two categories are identical.

Throughout this Guidance, the nominated officer required to be appointed by a
business under the 2007 Regulations to receive disclosures in accordance with Part
7, POCA is referred to by the name commonly used in the regulated sector as a
Money Laundering Reporting Officer or MLRO.

11



SECTION 2 — THE OFFENCES

KEY POINTS

The three money laundering offences are those contained in ss327-329, the Proceeds of
Crime Act 2002 (POCA). The Terrorism Act 2000 (TA 2000) also creates similar offences
relating to terrorist financing. In this Guidance, the term ‘money laundering’ will encompass
terrorist financing activities.

Detailed Guidance as to the provisions of the TA 2000 has not been provided as the
requirements for the regulated sector are very similar to those contained in POCA which are
described in detail. Reporting of terrorist financing suspicions is through the same channels
as money laundering suspicions.

The money laundering offences are framed very broadly and are designed to catch any
activity in respect of criminal property, including possession of the proceeds of one’s own
criminal conduct.

Criminal conduct is widely defined by s340, POCA to be conduct that is an offence in any
part of the UK as well as conduct occurring elsewhere that would have been an offence if it
had taken place in the UK. There are very limited exceptions to this for conduct which is both
known to be legal in the country in which it is committed and which falls within the specific
exceptions set out in orders made by the Secretary of State.

Criminal property is defined by s340, POCA as being the benefit of criminal conduct where
the alleged offender knows or suspects that the property in question represents such a
benefit.

Terrorist property is defined in s14, TA 2000 as money or property likely to be used for
terrorist purposes, or the proceeds of commissioning or carrying out terrorist acts.

The money laundering offences and the similar offences under TA 2000 can be committed by
any person, whether or not they are part of the regulated sector. Defences available to any
person charged with such offences include reporting to the appropriate authorities and
obtaining consent. Individuals working in any business can commit, subject to limited
exemptions, the offence of failing to disclose terrorist financing.

There are three further types of POCA offences relevant to individuals to whom this
Guidance relates. These are the failing to disclose offences in ss330-331, POCA (NB: s332
contains a similar offence relating to MLRO’s outside of the regulated sector); tipping off
(s333A, POCA); and prejudicing an investigation (s342, POCA). There are similar offences in
ss19-21A,TA 2000.

The offence of failing to make a money laundering disclosure (often referred to as failing to
report) can be committed by any individual working in the regulated sector or by an MLRO
working in other business. The offence of tipping off is set out in s333A, POCA which applies
to those in the regulated sector only The POCA offence of prejudicing an investigation can
be committed by anyone. There are similar failing to disclose and tipping off offences
contained in TA 2000.

It is a criminal offence for a business not to comply with the 2007 Regulations, if that
business is within their scope. It is also an offence for any partner, director or officer of the
business, to consent to or connive at the non-compliance or by neglect to cause non-
compliance.

WHAT IS MONEY LAUNDERING?

2.1

In UK law money laundering is defined very widely, and includes all forms of handling
or possessing criminal property, including possessing the proceeds of one’s own
crime, and facilitating any handling or possession of criminal property. Criminal
property may take any form, including in money or money’s worth, securities, tangible
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2.2

property and intangible property. Money laundering can be carried out in respect of
the proceeds of conduct that is an offence in the UK as well as most conduct
occurring elsewhere that would have been an offence if it had taken place in the UK.
For the purpose of this Guidance, money laundering is also taken to encompass
activities relating to terrorist financing, including handling or possessing funds to be
used for terrorist purposes as well proceeds from terrorism. Terrorism is taken to be
the use or threat of action designed to influence government, or to intimidate any
section of the public, or to advance a political, religious or ideological cause where
the action would involve violence, threats to health and safety, damage to property or
disruption of electronic systems. Materiality or de minimis exceptions are not
available in relation to either money laundering or terrorist financing offences.

Money laundering activity may range from a single act, eg, being in possession of the
proceeds of one’s own crime, to complex and sophisticated schemes involving
multiple parties, and multiple methods of handling and transferring criminal property
as well as concealing it and entering into arrangements to assist others to do so.
Businesses and individuals need to be alert to the risks of clients, their counterparties
and others laundering money in any of its possible forms. The business or its client
does not have to be a party to money laundering for a reporting obligation to arise
(see section 3). Where criminal proceeds have already arisen, s340(11), POCA
includes within the definition of money laundering any attempt, conspiracy or
incitement to commit an offence under ss327-329, POCA as well as aiding, abetting,
counselling or procuring an offence under ss327-329, POCA. In the case of terrorist
financing, it is an offence to attempt to commit an offence under ss15-18 ,TA 2000
even if terrorist property has not come into being, eg, under s15(1), TA 2000 where
the invitation to provide money or other property for terrorist financing is in itself an
offence. Further, the definition of ‘terrorist property’ means that all dealings with funds
or property which are likely to be used for the purposes of terrorism, even if the funds
are "clean" in origin, is a terrorist financing offence.

MONEY LAUNDERING OFFENCES

2.3

2.4

Sections 327-329 in the Proceeds of Crime Act (POCA) (as amended by the Serious
Organised Crime and Police Act 2005 (SOCPA)) define the money laundering
offences. Anyone can commit one of these. Conviction of any of these offences is
punishable by up to 14 years imprisonment and/or an unlimited fine. A person
commits a money laundering offence if he:

¢ Conceals, disguises, converts or transfers criminal property, or removes criminal
property from England and Wales, or from Scotland or from Northern Ireland
(s327);

o Enters into or becomes concerned in an arrangement which he knows or
suspects facilitates (by whatever means) the acquisition, retention, use or control
of criminal property by or on behalf of another person (s328); or

e Acquires, uses or has possession of criminal property except where adequate
consideration was given for the property (s329).

None of these offences are committed if:
o the persons involved did not know or suspect that they were dealing with the
proceeds of crime; or

e areport of the suspicious activity is made promptly to an MLRO (an internal
report) or direct to SOCA (a suspicious activity report, or SAR) under the

13



provisions of s338, POCA, and (if the report is made before the act is committed)
the appropriate consent is obtained before doing the act; or

e no report is made, there was a reasonable excuse for this failure (note that there is
no money laundering case law on this issue and it is anticipated that only relatively
extreme circumstances, such as duress, might be accepted); or

o the act is committed by someone carrying out a law enforcement or judicial
function; or

¢ the conduct giving rise to the criminal property was reasonably believed to have
taken place outside of the UK, and the conduct was in fact lawful under the
criminal law of the place where it occurred, and the maximum sentence if the
conduct had occurred in the UK would have been less than 12 months (except in
the case of an act which would be an offence under the Gaming Act 1968, the
Lotteries and Amusements Act 1976 or under ss23 or 25, FSMA, which will fall
within the exemption even if the relevant sentence would be in excess of 12
months). In this Guidance, this is referred to as the overseas conduct exemption.

2.5 It should be noted that the tests relating to overseas conduct (set out in SI 2006
N01070 and in Section 2.4, final bullet, of this Guidance) are complex and onerous.
These are very stringent tests, and as such individuals and businesses need to be
cautious in their application.

2.6 There is a further exemption for deposit taking bodies (accountancy businesses
holding clients’ money cannot use this exemption) who may continue to run an
account containing criminal property where the each transaction is less than the
threshold amount (currently £250) set out in s339A, POCA.

2.7 Note that ss15-18, Terrorism Act 2000 (the TA 2000) also create similar offences
(terrorist offences) to those contained in ss327-329, POCA but that there is no
overseas conduct exemption or threshold amounts.

OFFENCES OF FAILING TO DISCLOSE

2.8 Individuals in the regulated sector commit an offence if they fail to make a disclosure
in cases where they have knowledge or suspicion, or reasonable grounds for
suspicion, that money laundering is occurring. Disclosure must be made to their
MLRO or direct to SOCA under ss330, POCA. In this Guidance, disclosure to an
MLRO is referred to as an internal report and to SOCA as a suspicious activity report
or SAR. MLROs have a duty to make disclosures under s331, POCA if they have
knowledge, suspicion or reasonable ground to suspect money laundering as a
consequence of an internal report. The s332 failure to disclose offence is similar and
would apply to an MLRO in a business outside of the regulated sector, including an
MLRO appointed to deal with reports emanating from non-regulated business within
a business that conducted both regulated, and non-regulated services, in respect of
suspicions arising from internal reports. This is not further addressed in this
Guidance. These offences are punishable by imprisonment of up to 5 years and/or
an unlimited fine.

29 Similar provisions regarding failure to disclose are contained in s19, and 21A, TA
2000. The s19 failure to report offence is applicable to anyone in employment or
business outside of the regulated sector, with s21A being applicable to all those in
the regulated sector.
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The failure to disclose offence under Sections 330 and 331 POCA

2.10

2.11

The failure to disclose offence in s330 is committed if an individual fails to make a
report comprising the required disclosure as soon as is practicable either in the form
of an internal report to his MLRO or in the form of a SAR to a person authorised by
the Serious Organised Crime Agency (SOCA) to receive disclosures. The obligation
to make the required disclosure arises when:

e aperson knows or suspects, or has reasonable grounds for knowing or
suspecting that another person is engaged in money laundering;

e the information or other matter on which the above is based came to him in the
course of business in the regulated sector;

¢ he either can identify that other person, or has information concerning the
whereabouts of the laundered property or the information he has may assist in
identifying the person or the whereabouts of the property (the laundered property
is that which forms the subject of the matter of the known or suspected money
laundering).

An MLRO is obliged to report if he is satisfied that the information received in internal
reports meets the tests set out in 2.10. An MLRO may commit the s331, POCA
offence if he fails to pass on reportable information in internal reports that he has
received, as soon as is practicable, to SOCA.

Required Disclosure

2.12

2.13

Individuals need to take care to ensure that any information held by them which is
part of the required disclosure, ie, the identity of the suspect (if known), the
information or other matter on which the knowledge or suspicion of money laundering
(or reasonable grounds for such) is based and the whereabouts of the laundered
property (if known) is passed as soon as is practicable to the MLRO. Additional
information held by the individual which identifies other parties involved in or
connected to the matter should also be given to the MLRO.

Further Guidance on the making of SARs, including the appropriate form and manner
of reporting, is given in sections 5 and 6 below.

Defences and exemptions

2.14

There are defences to and exemptions from the failing to disclose offences as
follows:

o there is reasonable excuse for not making a report (note that there is no money
laundering case law on this issue and it is anticipated that only relatively extreme
circumstances, such as duress and threats to safety, might be accepted); or

o the privilege reporting exemption (see sections 7.26 to 7.46 below) applies; or

¢ the individual does not actually know or suspect money laundering has occurred
and has not been provided by his employer with the training required by the 2007
Regulations (Regulation 21). If the employer has failed to provide the training,
this is an offence on the part of the employer. The effect for the individual who
has not been provided with training is that the objective test (of being required to
report if there are ‘reasonable grounds’ for knowledge or suspicion) is removed,;
or
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2.15

e itis known, or believed on reasonable grounds, that the money laundering is
occurring outside the UK, and is not unlawful under the criminal law of the
country where it is occurring.

In determining whether an offence has been committed under ss330 and 331, the
Courts must have regard to the content of this Guidance [Subject to HMT approval]
when applied to an individual delivering defined services or to an MLRO.

Whilst an individual in the regulated sector has a duty to report, other persons may
voluntarily report to SOCA and also receive the protections available both in terms of
potentially creating a defence to a money laundering offence and also the protection
against accusations of breach of confidentiality providing the report is properly made
under the provisions of either of ss337 and 338, POCA (See section 6.10) as
appropriate.

TIPPING OFF

2.16

2.17

The offence of Tipping off was previously set out in s333, POCA, but was removed
by statutory instrument (effective from 26 December 2007) The s333, POCA offence
meant anyone not acting in the course of a business in the regulated sector could
commit this offence which consisted of:

e knowing or suspecting that a report has been made either to an MLRO or to
SOCA (under either s337 or s338, POCA); and

¢ making any disclosure which he knows or suspects is likely to prejudice any
investigation that might follow that report.

There were limited exceptions relating to persons carrying out law enforcement or
judicial functions, and to legal advisers acting in privileged circumstances provided
the disclosure is not made with the intention of furthering a criminal purpose.

The penalty for this offence is a maximum of 5 years imprisonment, or an unlimited
fine, or both.

Section 333, POCA is replaced by s333A POCA which applies only to the regulated
sector. The criminal offence of tipping off in s333A, POCA arises where a person in
the regulated sector discloses either:

¢ that a disclosure has been made by a person of information obtained in the
course of a regulated sector business either to an MLRO or to SOCA (under
either s337 or s338, POCA) or to any other person authorised by SOCA to
receive disclosures, or to the police or HMRC and the disclosure is likely to
prejudice any investigation that might be conducted following the disclosure
referred to; or

¢ that an investigation into allegations that a money laundering offence has been
committed, is being contemplated or is being carried out and the disclosure is
likely to prejudice that investigation and the information disclosed came to the
person in the course of a business in the regulated sector.

A tipping off offence will not be committed under s333A, POCA if the person did not
know or suspect that the disclosure was likely to prejudice any investigation that
followed.

The penalty for this offence on summary conviction is a maximum of three months
imprisonment, or a fine on scale 5, or both and on conviction on indictment to
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2.18

2.19

imprisonment for a term not exceeding two years, or a fine or both. There are a
number of exceptions to this prohibition on revealing the existence of a report or an
actual or contemplated investigation which are as follows:

e Disclosures within an undertaking or group etc, (s333B): a person does not
commit an offence if he makes a disclosure to another person employed by the
same undertaking as him, and nor does an independent legal professional or a
relevant professional adviser commit an offence if the disclosure is made to
another independent legal professional or a relevant professional adviser where
both the person making the disclosure and the person to whom it is made are in
either an EEA state or a state imposing equivalent anti-money laundering
requirements and those persons perform their professional activities within
different undertakings that shares common ownership, management or control.

e Other permitted disclosures between institutions etc (s333C): an
independent legal professional or a relevant professional adviser does not
commit an offence if he makes a disclosure to another person of the same kind
from a different undertaking but of the same professional standing as himself
(including as to duties of professional confidentiality and the protection of
personal data) where the disclosure relates to the same client or former client of
both advisers and involves a transaction or provisions of a service that involved
them both, the disclosure is only made for the purpose of preventing a money
laundering offence and the disclosure is made to a person in an EU Member
State or a State imposing an equivalent money laundering requirements. This
means that eg, an accountant may only disclose to another accountant, and not
to a lawyer or another kind of relevant professional adviser.

e Other permitted disclosures (general) (s333D): an offence is not committed if a
disclosure is made to a anti-money laundering supervisory authority by virtue of
the Money Laundering Regulations 2007 or for the purpose of the prevention,
investigation or prosecution of a criminal offence in the UK or elsewhere, an
investigation under POCA, or enforcement of any order of a court under POCA.
In addition, and of importance to those who are relevant professional advisers, an
offence is not committed by a relevant professional adviser if he makes the
disclosure to his client for the purpose of dissuading the client from engaging in
conduct amounting to an offence.

Any of the tipping off offences contained in s333A,POCA will only occur in the
circumstances described, but there may be circumstances where a money launderer
may be alerted to the possibility that a report will be or has been made or an
investigation conducted, other than by a disclosure of such fact eg, by unexpected
delay caused by waiting on consent. These have been distinguished in this Guidance
by use of the phrase ‘alerting a launderer’. Businesses will also need to take care to
guard against alerting a launderer, as part of their policies and procedures aimed at
preventing operations related to money laundering.

A tipping off disclosure may be made in writing or verbally, and either directly or
indirectly — including through inclusion of relevant information in published
information. Considerable care is required in carrying out any communications with
clients or third parties following a report. Before any disclosure is made relating to
matters referred to in an internal report or SAR, it is important to consider carefully
whether or not it is likely to constitute offences of tipping off or prejudicing an
investigation. It is suggested that businesses keep records of these deliberations and
the conclusions reached (sections 7.10 and 7.11).
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2.20

However, individuals and businesses in the regulated sector will frequently need to
continue to deliver their professional services and a way needs to be found to
achieve this without falling foul of the tipping off offence. Section 333D(2) is of
assistance in this regard (disclosure to his client for the purpose of dissuading the
client from engaging in conduct amounting to a money laundering offence). More
Guidance on acting for a client after a money laundering suspicion has been formed
is given in section 9.

PREJUDICING AN INVESTIGATION

2.21

2.22

2.23

This offence is set out in s342, POCA. This offence is committed where a person:

e knows or suspects that a money laundering, confiscation or civil recovery
investigation is being conducted or is about to be conducted; and

¢ makes a disclosure which is likely to prejudice the investigation; or

o falsifies, conceals or destroys documents relevant to the investigation, or causes
that to happen.

As with tipping off offences, the person making the disclosure does not have to intend
to prejudice an investigation for this offence to apply. However, there is a defence
available if the person making the disclosure did not know or suspect the disclosure
would be prejudicial, did not know or suspect the documents were relevant, or did not
intend to conceal any facts from the person carrying out the investigation.

There are limited exceptions relating to persons carrying out law enforcement or
judicial functions, and to legal advisers acting in privileged circumstances provided
the disclosure is not made with the intention of furthering a criminal purpose.

Considerations similar to those set out under tipping off above apply in terms of how
the offence may be committed and of taking precautions to ensure any disclosure
made does not prejudice an investigation. Businesses should ensure they have
sufficient document retention policies in place (see Section 3.9 of this Guidance —
Record Keeping) to meet the needs of this section of POCA and the 2007
Regulations, as well as their legal and professional obligations more generally.

KNOWLEDGE AND SUSPICION

Knowledge or suspicion?

2.24

2.25

2.26

An offence is committed by an individual in the regulated sector if he fails to report
where he has knowledge, suspicion or reasonable grounds for suspecting money
laundering activity. There is no definition of knowledge or suspicion within POCA and
so interpretation of their meaning will rely on judgements in past legal cases, as well
as this Guidance and on the ordinary meaning of the words.

Having knowledge means actually knowing that something is the case.

Case law suggests that suspicion is a state of mind more definite than speculation,
but falls short of knowledge based on evidence. It must be based on some evidence,
even if that evidence is tentative — simple speculation that a client may be money
laundering is not sufficient grounds to form a suspicion. Similarly, a general
assumption that low levels of crime (eg, not declaring all cash takings) are endemic
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2.27

2.28

in particular industry sectors does not amount to reasonable grounds for suspicion of
particular clients operating in that sector.

A frequently used description is that ‘... A suspicion that something exists is more
than a mere idle wondering whether it exists or not; it is a positive feeling of actual
apprehension or mistrust, amounting to a “slight opinion, but without sufficient
evidence™ (Queensland Bacon PTY Ltd v Rees [1966] 115 CLR 266 at 303, per Kitto
J). In another more recent case, Da Silva [2006] EWCA Crim 1654, 'lt seems to us
that the essential element in the word "suspect" and its affiliates, in this context, is
that the defendant must think that there is a possibility, which is more than fanciful,
that the relevant facts exist. A vague feeling of unease would not suffice.'

Money laundering occurs only when criminal property has accrued to someone from
a criminal act. In addition, it must be borne in mind that for property to be criminal
property not only must it constitute a person’s benefit from criminal conduct, but the
alleged offender (ie, the person alleged to be laundering criminal property) must
know or suspect that the property constitutes such a benefit. This means, for
instance, that if someone has made an innocent error, even if such an error resulted
in benefit and constituted a strict liability criminal offence, then the proceeds are not
criminal property for the purposes of POCA and no money laundering offence has
arisen until and unless the offender becomes aware of the error (eg, s167(3),
Customs and Excise Management Act 1979). MLROs need to consider carefully
before reporting whether the information or other matter they intend to report meets
these criteria. Examples of unlawful behaviour which may be observed, and may well
result in advice to a client to correct an issue, but which are not reportable as money
laundering are given below:

o offences where no proceeds or benefit results, such as the late filing of company
accounts. However, businesses and individuals should be alert to the possibility
that persistent failure to file accounts could represent part of a larger offence with
proceeds, such as fraudulent trading or credit fraud involving the concealment of
a poor financial position.

e misstatements in tax returns, for whatever cause, but which are corrected before
the date when the tax becomes due.

e attempted frauds where the attempt has failed and so no benefit has accrued
(although as this may still be a Fraud Act offence in England, Wales and Northern
Ireland or the common law offence of fraud in Scotland, individuals and
businesses may wish to consider reporting to their local police force or, once
operational, the ‘National Fraud Reporting Centre’). This includes ‘419’ ‘letters
and other attempted advanced fee frauds where there is no knowledge of benefit
accruing. In the case of such letters, individuals and businesses may wish to
consider following the guidance on the Metropolitan Police Fraud Alert internet
pages (www.met.police.uk/fraudalert).

Where a client refuses to correct, or unreasonably delays in correcting, an innocent
error that gave rise to proceeds and which was unlawful, businesses should consider
what that indicates about the client’s intent and whether the property has therefore
now become criminal property.

Reasonable grounds for knowledge or suspicion

2.29

Individuals in the regulated sector must make an internal report or a SAR, as
applicable, if there are ‘reasonable grounds’ for knowledge or suspicion, as well as

! Otherwise known as ‘Nigerian scam’ letters or equivalent
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2.30

2.31

2.32

actual knowledge or suspicion. This 'reasonable grounds’ test creates an objective
test — persons in the regulated sector will not be able to rely on an assertion of
ignorance or naivety where this would not be reasonable to expect of a person with
their training and position. For example, a person might be considered to have
reasonable grounds for knowledge of money laundering if he had actual knowledge
of, or possessed information which would indicate to a reasonable person, that
another person was committing or had committed a money laundering offence; or
had deliberately ignored the obvious inference from information (ie,. wilfully shutting
one’s eyes) known to him that another person was committing or had committed a
money laundering offence. Please note that the interpretation of ‘reasonable grounds’
has not, as yet, been tested by the courts for the purposes of POCA.

‘Reasonable grounds’ should not be confused with the existence of higher than
normal risk factors which may affect certain sectors or classes of persons. For
example, cash-based businesses or complex overseas trust and company structures
may be capable of being used to launder money, but this capability of itself is not
considered to constitute ‘reasonable grounds’.

Existence of higher than normal risk factors require increased attention to gathering
and evaluation of ‘know your client’ information, and heightened awareness of the
risk of money laundering in performing professional work, but do not of themselves
require a report of suspicion to be made. For ‘reasonable grounds’ to come into
existence, there needs to be sufficient information to advance beyond speculation
that it is merely possible someone is laundering money, or a higher than normal
incidence of some types of crime in particular sectors.

It is important that individuals do not turn a blind eye to information, but make
reasonable enquiries such as a professional with their qualifications, experience and
expertise might be expected to make in such a situation within the normal scope of
their assignment or client relationship, and draw a reasonable conclusion such as
may be expected of a person of their standing. Individuals should exercise a healthy
level of professional scepticism, and if unsure of the action that should be taken,
consult with their MLRO or otherwise in accordance with their businesses’
procedures. If in doubt, individuals should err on the side of caution and make a
report to their MLRO.

NON-COMPLIANCE WITH THE MONEY LAUNDERING REGULATIONS

2.33

2.34

2.35

It is a criminal offence for a business not to comply with the 2007 Regulations, if it is
within their scope. An offence may also be committed by any partner, director or
officer of the business, who has consented to or connived at the non-compliance or
where the non-compliance is attributable to his neglect.

The relevant offences are referred to below. Individuals and businesses should
appreciate that there are a wide range of requirements in respect of which failure to
comply could be considered to be a criminal offence.

The offences are set out in Regulation 45 and those which are relevant to the
provision of defined services relate to:

o Regulation 7 — failure to apply customer due diligence measures

e Regulation 8 — failure to apply ongoing monitoring of business relationships and
customer due diligence
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2.36

e Regulation 9 — failure to comply with the requirements on timing of verification of
identity of clients and any beneficial owner

e Regulation 11 — continuing with transaction/business relationship where unable to
apply customer due diligence measures

¢ Regulation 14 — failure to apply enhanced customer due diligence and ongoing
monitoring where required

e Regulation 18 — failing to follow a direction made by HM Treasury under this
regulation (directions where FATF applies counter-measures)

¢ Regulation 19 — failure to keep the required records

¢ Regulation 20 — failure to establish, maintain, monitor and manage the required
policies and procedures

¢ Regulation 21 — failure to take appropriate measures to provide the required
training

o Regulations 26, 27 — failures regarding certain registration procedures where the
Commissioners (HMRC) are the supervisory body (not applicable to those
supervised by a body listed in Schedule 3)

o Regulation 33 — failure to comply with registration requirements specified by the
Commissioners (not applicable to those supervised by a body listed in Schedule
3)

Further Guidance on compliance with the 2007 Regulations is given in sections 3 to 7
below. As Treasury approval has been obtained the Courts are obliged to take into
account compliance with this Guidance, in deciding whether an offence has been
committed.

21



SECTION 3 - ANTI MONEY LAUNDERING SYSTEMS AND

CONTROLS

KEY POINTS

Under the Money Laundering Regulations 2007 (2007 Regulations) businesses are required
to establish appropriate risk-sensitive policies and procedures in order to prevent activities
related to money laundering and terrorist financing including those policies and procedures
which provide for:

identification and scrutiny of complex or unusually large transactions, unusual patterns of
transactions with no apparent economic or lawful purpose and other activities regarded
by the regulated person as likely to be of the nature of money laundering or terrorist
financing;

prevention of use of products favouring anonymity;
determination of whether a client is a PEP;

customer due diligence, ie, procedures designed to acquire knowledge about the firm’s
clients and prospective clients and to verify their identity as well as monitor business
relationships and transactions;

internal reporting including appointment of an MLRO to receive the money laundering
reports required under the Proceeds of Crime Act 2002 (POCA) and the Terrorism Act
(TA 2000) and a system for making those reports;

record keeping, including details of customer due diligence and supporting evidence for
business relationships, which need to be kept for five years after the end of a relationship
and records of transactions, which also need to be kept for five years;

internal control, risk assessment and management, compliance monitoring, management
and communication; and

in addition, businesses are required to take measures to make relevant employees
aware of the law relating to money laundering and terrorist finance, and to train those
employees in how to recognise and deal with transactions which may be related to
money laundering or terrorist financing.

In order to ensure compliance is appropriately managed, businesses will need to ensure
sufficient senior management oversight, appropriate analysis and assessment of the risks of
clients and work/product types, systems for monitoring compliance with procedures and
methods of communicating procedures and other information to personnel.

INTRODUCTION

3.1

POCA offences may be committed not only by individuals and businesses in the
regulated sector but by any person. In contrast, the 2007 Regulations impose
obligations on businesses in the regulated sector as to the systems and controls they
need to have in place to meet the requirements of the UK anti-money laundering
regime. Under these regulations, not only must each business put anti-money
laundering systems and controls in place but it also has a duty to ensure that relevant
staff are aware of these systems and are appropriately trained. Businesses are
explicitly required to monitor and manage their compliance with the 2007
Regulations, to ensure continued observation of the requirements.
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3.2

Individuals involved in the failure of businesses to meet their obligations under the
2007 Regulations may be subject to criminal sanction, as may the business itself.
Criminal sanctions for breach of the 2007 Regulations only apply directly to the
individuals working within a business when their neglect, connivance or consent has
led to the failure to comply by the business.

THE REQUIREMENTS

3.3

The 2007 Regulations’ requirements of businesses are contained in the following
Parts:

e customer due diligence (Part 2 of the 2007 Regulations); and
e record-keeping, procedures and training (Part 3 of the 2007 Regulations).

Systems

3.4

3.5

3.6

The 2007 Regulations place requirements on businesses to have in place a wide
range of systems in order to prevent operations related to money laundering or
terrorist financing. The requirements cover the following issues. Where a separate
section of this Guidance deals in detail with this matter, this is shown after the
relevant heading, the other matters are dealt with in this section:

customer due diligence and ongoing monitoring (see section 5 of this Guidance);
reporting procedures (see sections 6 and 7 of this Guidance);

record-keeping;

internal control;

risk assessment and management (see section 4 of this Guidance);

compliance management; and

communication.

The level of detail in the 2007 Regulations as to what the requirements mean varies
considerably, with customer due diligence being explained in some detail in Part 2 of
the 2007 Regulations, and with some detail being provided in respect of internal
reporting procedures (Regulation 15) and record-keeping (Regulation 19). The 2007
Regulations are less comprehensive on what is expected in respect of internal
control, risk assessment and management, compliance management and
communication.

Businesses need to establish systems that create an internal environment or culture
in which people are aware of their responsibilities under the UK anti-money
laundering regime and where they understand that they are expected to fulfil those
responsibilities with appropriate diligence. In deciding what systems to install, a
business will need to consider a range of matters including:

the type, scale and complexity of its operations;

the number of different business types it is involved in;

the types of services it offers, and its client profiles;

how it sells its services;

the type of business transactions it becomes involved in or advises on; and

the risks associated with each area of its business in terms of the risks of the
business or its services being used for money laundering or terrorist operations,
or the risks of its clients and their counterparties being involved in such
operations.
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3.7

3.8

Businesses should allocate responsibility for internal controls and effective risk
management to a member of senior management, and should also ensure that the
appointed MLRO has sufficient seniority and authority to carry out his task, whether
or not these two functions are held by the same person. All businesses will need
systems and controls, appropriate to the size and nature of their business, sufficient
to achieve the following:

e determination and recording of the firm’s systems for anti-money laundering
awareness, client acceptance, customer due diligence and on-going monitoring
requirements (including whether a customer is a PEP), consultation with and
internal reporting to the MLRO (where applicable — sole practitioners with no staff
and no associates are not required to have internal reporting procedures or an
MLRO), and dissemination of such policies and procedures to all relevant staff;

¢ development and documentation of the firm’s risk assessment of its business;
training of all relevant staff, including systems and controls to ensure training is
taken/attended and understood;

o methods for identification of topical update material and its dissemination as
appropriate to senior management and other personnel;

o systems for periodic testing that policies and procedures comply with legislative
and regulatory requirements;

e monitoring the compliance of the business with the policy and procedures
including reporting to senior management on compliance and addressing any
identified deficiencies.

In addition, businesses are recommended to maintain the following additional
systems, for effective internal control and risk management:

o detailed documentation of policies and procedures in relation to matters not
routinely a matter for client facing staff, such as customer due diligence for higher
risk clients; information provision to senior management, training, awareness and
compliance monitoring, and the role of the MLRO;

e provision in new product/service development processes for consideration of new
services or business areas from an anti-money laundering perspective, and
update of policy and procedure where appropriate;

e consideration at appropriate intervals of the business profile and whether the
firm's risk assessment and/or policy and procedures require updating in
response.

Appropriate systems might also include a policy of acceptance of new clients being
reserved to partners or other senior personnel, who may wish to refer to the MLRO
for advice, if it is proposed to accept clients from outside the usual and well
understood client base of the firm.
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Record-keeping

3.9

Records must be kept of clients’ identity, the supporting evidence of verification of
identity (in each case including the original and any updated records), the firm’s
business relationships with them (ie,. including any non-engagement related
documents relating to the client relationship) and details of any occasional
transactions and details of monitoring of the relationship. These records must be kept
for five years after the end of the relevant business relationships or completion of the
transactions. Care is needed to ensure retention of historic, as well as current
records. Businesses are also recommended to store securely information relating to
both internal reports and SARs for at least the same period, ie,. at least five years
after receipt by the MLRO. Documentation of reports is dealt with in further detail in
section 7 below. Shown below is a summary of record-keeping requirements
specified in the 2007 Regulations for customer due diligence and business
relationships/occasional transactions and Guidance in respect of retention of internal
reporting procedures and training records for which specific guidance is not given in

the 2007 Regulations.

Record

Specified in the
2007
Regulations

i) Client
identification,
including
evidence of
identity

i) Business
relationships

Retention
period

5 years from end
of business
relationship.?

5 years from the
date when all
activities in
relation to the
business
relationship were
completed -
except in the
case of particular
transactions
within that
business
relationship the
retention period
is 5 years from
the date on which
the transaction

2 As well ‘business relationship’, the 2007 Regulations refer to ‘occasional transactions’, ie, those outside the
business relationship valued at over €15,000. ‘Occasional transactions’ is a cogent term in a banking context but

Comments

Care should be taken to ensure that records are not
destroyed by one department, while another is still
within the five year retention period or has undertaken
new business with the client. Where a business is
engaged with several different activities with a client,
it may decide to keep details of customer due
diligence within each part of the firm so engaged, or
to maintain central files, depending on its internal
organisation. Evidence of client identity can be held in
a variety of forms, eg, in hard copy or in electronic
form in accordance with the document retention
policies employed within the business.

Records of business relationships and occasional
transactions (ie,. client assignment working papers
and related documents) also need to be maintained
for 5 years from the end of the relationship or
transaction. For particular transactions within a
business relationship, the records for the particular
transaction need only be retained for 5 years from the
completion of that transaction. In the context of
provision of defined services it would be reasonable
to treat each engagement or assignment as a
‘particular transaction’.

As businesses will need to maintain records for a
wide range of purposes that comply with both legal
and professional requirements for retention of
documentation, it is not anticipated that any special
system should be needed but that the general
document retention systems employed within the

is difficult to apply in the context of accountancy services. Therefore this Guidance uses only ‘business
relationship’, a more natural term for accountancy and related services, throughout.
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Not specified in
the 2007
Regulations

iil) Suspicious Not prescribed Records of internal reports, the MLRO'’s consideration
activities of them, any subsequent reporting decision and

iv) Training Not prescribed We recommend that evidence of assessment of

was completed business, provided they meet these standards,
should be sufficient.

issues connected to consent, production of
documents etc are a vital record as they may form the
basis of a defence to accusations of money
laundering and related offences. For this reason, it is
recommended that such records are retained for at
least 5 years after being made and possibly longer, at
least whilst the business relationship continues.
Records of internal reports are not considered to form
part of client assignment working papers and so it is
recommended that such records are kept, in a secure
form separately from the businesses’ normal methods
for retaining client work documents. This is to guard
against inadvertent disclosure to any party who may
have or seek access to the client working paper files
where the existence of otherwise of an internal report
or SAR is not relevant to the purpose for which they
are examining the files.

training needs and steps taken to meet such needs is
retained. Businesses should determine a retention
period in the light of their normal retention period for
training and other internal records, but we
recommend they be kept for at least 5 years in order
to demonstrate a continuing compliance with current
and previous regulations.

Reporting procedures

3.10

3.11

A business’s internal procedures should clearly set out what is expected of
individuals who form suspicions or obtain knowledge of possible money laundering.
The reports can take any form specified by the business in internal procedures, eg,
phone calls, emails, in writing, supplemented by copies of third party documents and
working papers but businesses should ensure that, whatever forms the reporting
takes, relevant personnel are aware of the procedures to be used. Consideration
should be given to how to minimise the number of copies of reporting information
held within a business. Businesses may wish to consider whether it is advisable to
specify telephone or face to face contact with the MLRO as the preferred initial
reporting step, with the reporting records being created by the MLRO, supplemented
as necessary with copy information from client files.

It is recommended that all details of internal reports are held by the MLRO and
excluded from client files. The duty to report is a matter which does not fall within the
delivery of professional services to clients and accordingly reporting details are not
required to be placed on client files. Exclusion of information from client files assists
in avoiding inadvertent or inappropriate disclosure of information and provides some
protection against the threat of tipping off. Client files should retain only that
information relevant to, and required for, the professional work being undertaken. It
should be noted that anti-money laundering supervisory authorities have an
obligation under Regulation 24 (2) to make reports of suspicion. However, the law is
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3.12

not clear as to the interaction of the POCA privilege reporting exemption (Section
7.26-7.46) and the 2007 Regulations and unless this is resolved, there remains the
risk of an anti-money laundering supervisory authority reporting a matter that was
properly the subject of the privilege reporting exemption. Keeping internal reporting
papers separate from client files may assist in mitigating this risk but is not a
complete solution.

Further Guidance is given for individuals, on forming suspicions and making internal
reports is given in section 6 and Guidance for MLROSs in checking and validating
internal reports and making SARs to SOCA in section 7.

Communication and Training

3.13

3.14

3.15

3.16

3.17

The 2007 Regulations provide that all ‘relevant’ employees are required to be ‘made
aware’ of law relating to money laundering and terrorist financing, and regularly given
training in how to recognise and deal with transactions which may be related to
money laundering or terrorist financing. Though the 2007 Regulations contain no
express requirement, it is considered to be best practice for these provisions to be
applied to all partners in firms and to sole practitioners and it is likely to be necessary
to train all client-facing staff (see section 3.15 below).

In considering a training plan, businesses need to keep in mind the objectives they
are trying to achieve, which is to create an environment effective in preventing money
laundering and which thereby helps protect individuals and the business.

When considering which staff may be considered relevant, businesses should
consider not only those who have involvement in client work, but also, where
appropriate, those who deal with the business finances, and those who deal with
procuring services on behalf of the business and who manage those services.
Accordingly, it is likely that all client-facing staff will be considered relevant and at
least the senior support staff. Businesses may decide to provide comprehensive
training to all relevant staff members, or may chose to tailor its provision to match
more closely the role of the employees concerned. In particular, MLROs may require
supplementary training, and members of senior management may also benefit from a
customised approach or some supplementary training.

A training programme for relevant staff needs to contain content on the law and
content which puts this into the context in which the business operates, to enable
recognition of suspected money laundering in that context, and which illustrates the
‘red flags’ which staff should be aware of in conducting business. The core elements
of law making up the UK anti-money laundering and anti-terrorism regime, are set out
in this Guidance (in particular in section 2). In addition, businesses may wish to
include reference to other elements of law where criminal penalties may be applied
and where these relate directly to the work of the individual or business, eg, an FSA
approved person might be expected to have a reasonable working knowledge of the
parts of FSMA 2000 relevant to his work. Whilst it is not necessary for relevant
personnel to develop specialist knowledge of criminal law in general, they may
reasonably be expected to apply the general legal and business knowledge which
might normally be held by a person of their role and experience in determining
whether to make a report to the MLRO.

Training also needs to cover how to deal with transactions which might be related to
money laundering and terrorist financing. This would include training on the
businesses’ internal consultation and advisory systems (to assist individuals in
assessing whether they have a valid suspicion) internal reporting systems and the
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3.18

3.19

3.20

3.21

businesses’ expectations for confidentiality and the avoidance of tipping off and
alerting a money launderer. Further Guidance on recognising money laundering by
those undertaking defined services is given in section 6.

As regards the frequency of training, this is a matter for each business to consider. It
may be influenced by changes in law, regulation or professional guidance, by new
case law or national/international findings, or by a change in the profile and perceived
risks of the business. Each business should consider the frequency of its training,
possibly on an annual basis, and document its assessment as to whether the current
training and state of awareness of employees is sufficient, or whether a supplement
is needed. It may not be necessary to repeat the whole of a training programme on a
regular basis, but it may be possible to provide concise update material which
accomplishes the dual role of refreshing or expanding knowledge and generally
reminding staff of the importance of effective anti-money laundering work.

Training methods may be selected to suit the size, complexity and culture of the
business, and may be delivered in a variety of ways including face to face, self-study,
e-learning and video, or a combination of methods. Businesses should keep records
of attendance at, or completion of, training and are recommended to provide for
some form of test or other confirmation of understanding of the training.

Should a business fail to make provision for the training of relevant employees, then
under s330 (7), POCA a member of staff who does not know or suspect someone is
engaged in money laundering gains a defence against the failure to disclose offence
(ie, if there is only reasonable grounds for knowledge or suspicion and the staff
member fails to make an internal report). However, such an omission is likely to open
the business to the risk of prosecution for breach of the 2007 Regulations. The
significance of training records to both individuals, and businesses is reflected in the
recommendation in section 3.9.

Businesses need to make arrangements to ensure new staff are trained as soon as
possible after they join the business.
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SECTION 4 — THE RISK BASED APPROACH

KEY POINTS

o Arrisk based approach allows businesses to target resource and effort where the
risk is greatest and, conversely, reduce requirements where the risk is low.

¢ Businesses must establish adequate and appropriate policies and procedures
relating to risk assessment and management in order to prevent operations
related to money laundering or terrorist financing.

e Businesses must—
(a) determine the extent of customer due diligence measures (section 5) on a
risk-sensitive basis depending on the type of client, business relationship, or
services to be provided,;
(b) be able to demonstrate to their anti-money laundering supervisory authorities
that the extent of customer due diligence measures is appropriate in view