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INTRODUCTION

Accountants are key gatekeepers for the financial system, facilitating vital transactions that underpin the UK
economy. As such, we have a significant role to play in ensuring our services are not used to further a criminal
purpose. As professnals, accountants must act with integrity and uphold the law, and must not engage in criminal

activity.

This guidance is based on the law and regulations as of 10 January 2020. Please note that some of the
requirements of the regulations relating to Elists are expected to fall away at the end of the transitional period.
This guidance covers the prevention nfoney laundering and the countering of terrorist financing. It is intended
to be read by anyonevho provides audit, accountancy, tax advisory, ifgency, or trust and company servicés

the United Kingdom and has been approved and adopted by the UK accountancysiigiervisory bodies.
The guidance has been prepared jointly by the CCAB bodies:

Institute of Chartered Accountants in England &kdles

Association of Chartered Certified Accountants

Institute of Chartered Accountants of Scotland

Chartered Accountants Ireland

The Chartered Institute of Public Finance and Accountancy

It has been approved and adopted by the UK accountancy supervibodies:

Institute of Chartered Accountants in England and Watesww.icaew.com/

Association of Accounting Techniciansvww.aat.org.uk/

Association of Taxation Techniciaqavww.att.org.uk/

Association of International Accountants www.aiaworldwide.com/

Institute of Certified Bookkeeperg www.bookkeepers.org.uk/

Chartered Institute of Management Accountantswww.cimaglobal.com/
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Institute of Financial Accountantg www.ifa.org.uk/

International Association of Bookkeepeiswww.iab.org.uk/

Association of Chartered Certified Accountargsvww.accaglobal.com/uk/en.html

Charteredinstitute of Taxationg www.tax.org.uk/

Insolvency Practitioners Associatiopwww.insolvencypractitioners.org.uk/

Insolvency Service www.gov.uk/government/organisations/insolvensgrvice

HM Revenue & Customswww.gov.uk/governmentbrganisations/hrarevenuecustoms

Institute of Chartered Accountants of Scotlargwww.icas.com

Chartered Accountants Irelandhttps://www.charteredaccountants.ie/

Note: A Tax Appendix exists as supplementary guidance and should be consulted @iytaxO (i Alikk 2 y S NB& Q

https://www.ccab.org.uk/documents/supplementaryantimoneylaunderingguidancefortaxpractitioners.pdf

Note: An Insolvency Appendix exists in draft form, pending HMT approval, so shocdchdealted by insolvency
practitioners as supplementary guidandiek:
https://www.ccab.org.uk/documents/20190830CCABInsolvencyAppendixFDraft18forHMT. pdf
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ABOUT THIS GUIDANCE

w

w

w

What is the purpose of this guidance?
Who is the guidance for?

What is the legal status of this guidance?

What is the purpose of thiguidance?

111

112

113

114

1.15

116

Thisguidancehas been prepared to help accountants (including tax advisers and insolvency
practitioners) comply with their obligations under UK legislation to prevent, recognise and report
money laundering. Compliance with it will ensummpliance with the relevant legislation

(including that related to counteterrorist financing) and professional requirements.

¢KS GSNY WYdzaidiQ Aa dzaSR GKNRdAAK2dzi G2 AyRAOIGS
Businesserequire assistarein interpretation of the UK anthoney laundering and terrorist

financing (AML) regime, they should seek advice fioair anttmoney laundering supervisory

authority or consider seeking legal advice. In all cdsesnesseshould document and be able t

justify their decision

2 KSNB (GKS fl g 2NI NB3IdzE I GA2ya NBldzZANSE y2 aLISOATA
practice sufficient to satisfy statutory and regulatory requiremeBtgsinesseshould consider

their own particularcirc 8 G  y OS& 6KSY RSGSNYAYAY3I 6KSGEKSNI Iy
suggestions are indeed appropriate to them. Alternative practices can be used, but businesses

must be able texplaintheir reasons to theianti-money laundering supervisory authority

including why they consider them compliant with law and regulation.

The UK antmoney laundering regime applies onlydefined servicesarried out by designated
businessesThisguidanceassumes that manlusinessewill find it easier to apply certain AML
processes and procedures to all of their services, but this is a decision fousireesstself. It can

be unnecessarily costly to apply ambney laundering provisions to services that do not fall within
the UK AML regime

Thisguidancerefers, inturn, to guidance issued by bodies other tha@ABWhen those bodies
revise or replace their guidance, the references in this document should be assumed to refer to the

latest versions.

Businessemay use AML guidance issued by other trade and piémal bodies, includirthe

Joint Money Laundering Steering Group (JMLBI@&ye that guidance is better aligned with the
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specific circumstances faced by thesinessWhere thebusinesselies on alternative guidance, it
must be in a position tqustify this reliance to theianti-money laundering supervisory authority

Businesses supervised by HMRC should also take into account its published content on GOV.UK.

The law which comprises théK AMLregimeis contained in the following legislation anelevant

amending statutory instruments valid as at the date of this guidance:

&) The Proceeds of Crime Act 2002 (POCA) as amended. Particular attention is drawn to the

Serious Organised Crime and Police Act 2005 (SOCPA);

w The Terrorism Act 2000 (TA 20@8)amended. Particular attention is drawn to the Anti
Terrorism Crime and Security Act 2001 (ATCSA) and the Terrorism Act 2006 (TA 2006));

w The Money Laundering, Terrorist Financing and Transfer of Funds (Information on the
Payer) Regulations 2017 (thel20Regulations) as amended. Particular attention is drawn
to The Money Laundering and Terrorist Financing (Amendment) Regulations 2019));

Terrorist AsseFreezing Act 2010;

W Anti-terrorism, Crime and Security Act 2001;
w Counterterrorism Act 2008, Scheth7;
w The Criminal Finances Act 2017.

Businesseshould ensure that they take account of all subsequent relevant amendments.

1.1.8

POCANdTA 200@ontain the offences that can be committed by individuals or organisations. The
2017 Regulationset out in detail the systems and controls thatsinessemustpossessas well as
the related offences that can be committed bysinesseand individuals within them by failing to

comply with relevant requirements.

What is the scope of this guidae?

121

Thisguidanceis addressed tbusinessesovered by Regulations 8(2)(c) and 8(2)(e) of26&7
Regulations This means anyone who, in the course of business in the UK, acts as:

w Anauditor (Regulation 11(a));

W Anexternal accountan(Regulation 11(c));

W Aninsolvency practitionefRegulation 11(b));

w Atax advise(Regulation 11(d)).

w A trust or company service provider (Regulation 12(2)).



CCAB Anti-Money Laundering

1.2.2

123

124

1.25

Guidance for the Accountancy Sector

For the purposes of thiguidancethe services listed above are collectively referred taesned
servicesThe scope of what would be considered carrying on business in the UK is broad and would
include certain cross border business models where day to day management takes place from UK

registered office or UK head office.

Regulation 1(c) of the2017 Regulationdefines arexternal accountanas someone who provides
accountancyservicego other persons by way of business. There is no definition given for the term
accountancy services, however for the purposes ofghislanceit includes any service which

involves the recording, review, analysis, calculation or reporting of financial information, and which
is provided under arrangements other than a contract of employment. If in d@&udinesses

should confirm with their anti

money hundering supervisory authority whether their activities require supervision under the

2017 Regulations.

Regulation 11(d) of the 20IRegulationslefinestax adviser to include both direct and indirect
provision of material aid, assistance oradvicy’ a2 YS2y SQa Gl E I FFFANES® ¢K
tax advice given to clients, including completing and submitting tax returns, advice on whether

something is liable to tax, or advice on the amount of tax due.

Where abusinesss providing taxarvices through virtual or automated services thgsinesss
providingdefined services. Businessdfering software or hardware solutions for accountancy,
bookkeeping, payroll or tax are not providinglefined servicgrovided they do not prepare or

analyse any financial information themselves for their clients.

When considering a service or product involving software or hardwasesmesshould consider

the quantity and nature of the human input that it may be required to supply as parteo$énvice.

C2NJ SEFYLX S5 || odzaAySaa RS@St21)a a2Fid6F NS (GKI G
tax due.
W Situation 1: Business A licences the software to new and existing clients without any

support services. Although the output of the teére is tax related, business A is not

providing adefined service.

w Situation 2: Business A licences the software to new and existing clients. The client has a
right to call on Business A for advice on interpreting the output from the software.

Busines®\ is providing @efined service.

w Situation 3: In Situation 1, the client asks Business A for advice on the output under a

separate engagement. This additional service provided by Businessdafised service.
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Similar considerations arise as in Situations 1, 2 and 3 where payrotleseare provided.

1.2.6

1.2.7

1.2.8

A business may determine that not all the services it offers meets the definitionlefirred service
under the 2017 Regulations. In such cases, a business may deci@DPaneasures do not need
to be applied to clients seekingiwices that are notlefined servicedHowever, if a business
decides not to appl{DDmeasures, it should document the rationale for its decision.
Notwithstanding the fact that certain services may not meet the definition défined servicea

businessnay choose to still apply CDD measures in such cases.

This guidance does not cover services other than those in 1.2.1, guidance for which may be
available from other sources. Businesses supervised by HMRC that provide both accountancy
services andrtist or company services should generally follow this guidance but should also have
NBIFNR (2 GKS I|-nomey lauBdin@duigadd® foktiusy dr dompany services
providers. Businesses solely providing trust or company services and supervid&tRey should
follow the HMRC guidance.

Guidance related to secondees and subcontractors can be found in APPENDIX A.
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What is the legal status of this guidance?

1.3.1

1.3.2

1.3.3

This guidance has been approved by HM Treasury, and the UK courts mustdailketax its
contents when deciding whether a business subject to it has contravened a relevant requirement

under the 2017 Regulations, or committed an offence under Sectior8330mf POCA.

If anAML supervisorguthority is called upon to judge vether a business has complied with its
general ethical or regulatory requirements, it will take into account whether or not the business

has applied the provisions of this guidance.

This guidance is not intended to be exhaustive. It cannot foresee every situation in which a
business may find itself. If in doubt, seek appropriate advice or consultAMursupervisory

authority.
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2 MONEY LAUNDERING AND TERRORIST FINANCING

) What are he fundamentals?

w What are criminal property and terrorist property?
w What are the Primary Offences?

w What is the Failure to Report offence?

w What is the Tipping Off offence?

w What is the Prejudicing an Investigation offence?

2.1 What are the fundamatals?

2.1.1  Businesseseed to assess and be alert to the risks posed by:

w Clients

w Suppliers;

w Employees; and

w The customers, suppliers, employees and associates of clients.

2.1.2 BusinesseBiust be aware of their reporting obligations. Neither thgsinessor itsclientneeds to
have been party tanoney laundering or terrorist financirigr a reporting obligation to arise (see

Chapter six of thiguidanc@.

21.3 ¢ KS MLYRegime covers two distinct arealtoney Laundering and Terrorist FinanEach
RSTAYSa (GKS YSIyAy3a 27T aLINE IO PopedyRmMl TérriSt LIdzNILJI2

Property and sets out prohibited conduct involving the property.

2.1.4 This chapter talks about Amtloney Laundering and Count&ierrorist Financeeparately. In the
NEadG 27F (kdbeyhuaaeRigy @& 2dz2f R 65 G118y G2 AyOf dRS i

wording specifically excludes it.

2.1.5 Crime is an action or inaction prohibited by law and punishable by the state. It is not civil
wrongddng for which restitution is owed to another person. Where a representative of the state
(such as HMRC) can decide whether to treat conduct as a criminal or a civil matter, for the MLTF

regimebusinesseshould consider the conduct as criminal, evenwhér& S a il 6 SQa RSOA &)

frequently or even invariably, to treat it as civil.

2.1.6 The Proceeds of Crime Act relates to property which arises from any criminal activity whether

carried out by the person in possession of the property or a third party.

10
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The following diagram explains when conduct (inside or outside the UK) is terrorism, fdi e

Terrorism Act 2000

1. Terrorism Interpretation

(1)In this Act “terrorism” means the use or threat of action where—

(a)the action falls within subsection (2),

iolence against a person?

No

oes the act involve seriot:

(b)the use or threat is designed to influence the government [Flor an international
governmental organisation] or to intimidate the public or a section of the public, and

(c)the use or threat is made for the purpose of advancing a political, religious [F2, racial] or
ideological cause.

(2)Action falls within this subsection if it—

damage to property?

No

Is the only person
endangered the one
committing the ac

Does the act endanger a
person’s life?

Ges the act create a serious ri
to the health or safety of the

(a)involves serious violence against a person,

(b)involves serious damage to property,

(clendangers a person’s life, other than that of the person committing the action,
(d)creates a serious risk to the health or safety of the public or a section of the public, or
(e)is designed seriously to interfere with or seriously to disrupt an electronic system.

(3)The use or threat of action falling within subsection (2) which involves the use of firearms
or explosives is terrorism whether or not subsection (1)(b) is satisfied.

(4)In this section—
(a)“action” includes action outside the United Kingdom,

(b)a reference to any person or to property is a reference to any person, or to property,
wherever situated,

(c)a reference to the publicincludes a reference to the public of a country other than the
United Kingdom, and

blic or a section of the publi

No

(d)“the government” means the government of the United Kingdom, of a Part of the United
Kingdom or of a country other than the United Kingdom.

(5)In this Act a reference to action taken for the purposes of terrorism includes a reference to
action taken for the benefit of a proscribed organisation.

S the act designed to seriou:
interfere with or seriously disrupt
an electronic system?

L A

No

s the use
designed to i

No

government?

es the actm

use of firearms or
explosives?

or threat
nfluence any

e use or threat designed'to
intimidate the public or a section
of the public?

No

¥

This is not terrorism

5

2.1.8 As set out above, the key elements of terrorism are a use or threat of action (which could include a

e act or threat to advanc
political, religious or ideological
cause?

No

cyberattack) designed tinfluence a state (or international body) or to intimidate or terrorise the

public for the purpose of advancing a cause

11
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What are criminal property and terrorist property?

221

22.2

2.2.3

224

2.2.5

2.2.6

The property may take any form, including:

w azySe 2Nl yY2ySeQa 42NIKT
w Seuwrities;

w A reduction in a liability; or

w Tangible or intangible assets.

There is no need for the property to be in the UK or pass through the UK. There are no materiality
or de minimis exceptions.

Criminal propertys any property that restd from:

w Conduct in the UK that is criminal in the UK;

W Conduct overseas that would have been criminal had it taken place in any part of the UK.

W ¢KS 'Y GF1Sa Iy qircliding tixNdadidh and administisitRe offekices.

Terroristpropertyis any property that is:

w likely to be used for terrorism,
w the proceeds of acts of terrorism, or
w the proceeds of acts carried out for terrorism.

Note that all the resources of organisations proscribed by TA a6®@errorist property

It should be noted that, because terrorism and funding terrorism are illégabrist propertywill

also becriminal property The fact that the property involved may be battiminal propertyand
terrorist propertydoes not create a dual reportinobligation. For example, the following are
criminal acts that will normally also be terrorist offences if they relate to persons or organisations

engaged in terrorism:

w Failure to comply with a prohibition imposed by a freezing order or enabletrgy

person to contravene the freezing order; and

w Dealing with, or making available funds or economic resources which are owned,

controlled by or benefitting a designated person (under @ifice of Financial Sanctions

Implementation List

12
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2.3 What are the Primary Offences?

2.3.1 The Primary Offences may be committed by any person, both those within the regulated sector and

those outside.

2.3.2 The conduct that can amount to a Primanyfédice may include:

w

w

Taking an action (for example stealing a car);

Refraining from taking an action (for example not conducting a mandatory environmental

impact assessment);
I aAy3ftsS OG0 oF2NJ SEFYLXSs: LraasSaairy3d GKS LI
Conplex and sophisticated schemes involving multiple parties; or

Multiple methods of handling and transferring property.

2.3.3 Anindividual or entity commits Boney Launderingffence if they;

w

w

Conceal, disguise, convert or transéiminalproperty (PCCA 327),
Acquire, use or possessminal propertyf POCA 329);

Are involved in an arrangement that allows another to acquire, retain, use or control

criminal property (POCA 328);

Removecriminal propertyfrom a UK jurisdiction (POCA 327). Note thet UK comprises
three Jurisdictions: England and Wales, Scotland and Northern Ireland. It is an offence to

move criminal property from one of these to another.

2.3.4 Anindividual or entity commits @errorist Financingffence if they;

w

w

w

Raise, receive qrovideterrorist property(TA 15);
Use or possess terrorist property (TA 16);

Are involved in an arrangement that:

o] makesterrorist propertyavailable (TA 17);
o} concealderrorist propertyor transfers it to nominees (TA 18); or
o} removesterrorist propertyfrom a UK jurisdiction (TA 18). Note that the UK

comprises three Jurisdictions: England and Wales, Scotland and Northern Ireland.

It is an offence to move criminal property from one of these to another.

Pay an insurance claim teimburse property that has become terrorist property (TA 17A);

13
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A defence is available to chargeswbdney launderingf the persons involved did not know or
suspect that they were dealing witttiminal propertyand in the case dkrrorist propertyif they
did not intend or have reasonable grounds to suspect the property was to be or may be used for

the purposes of terrorism.

It is possible to obtain a defence (POCA 338 and TA 21ZA) to changaseyf laundering and
terrorist finance This deénce is available where a disclosure is made of the conduct which would
otherwise fall withinPOC/r TAand consent (either ®AMLor DATF)s obtained to continue. In

both Acts, the consent must be obtained before engaging in the conduct concerned.8ee 6

The conditions for this defence differ betwe@®CAndTA In the case of Athe DATF must come
from the National Crime Agency (NCA). In the cas®sEAif the person seeking RAMLis not

the MLRQ the DAMLcan be provided by th®ILROwho should have first obtainedRAML

directly from the NCA under the provisions of Section 338 of POCA.

It is not amoney launderingffence (POCA 327, 328 and 329) if the conduct that gave rise to the

criminal propery:

W Is reasonably believed to have happened in a location outside the UK where it was legal,
and
w It would have carried a maximum sentence of less than 12 months had it occurred in the

UK. The requirements of this overseas conduct exception are conguiexgus and

stringent; specialist legal advice may be needed.

Note that this exception does not apply terrorist financing

For further detail please see 6.1.10.

2.3.9

The maximum penalties for committing a Primary Offence are 14 years imprisonment or an

unlimited fine or both (POCA 334 and TA 22).

What is the Failure to Report offence?

24.1

24.2

The Failure to Report offence (POCA 330 and TA 21A) applyewithin the regulated sector It
occurs when a regulated person fails to report knowledge opisien of money laundering or

terrorist finance.

Remember:

w There is no de minimis threshold value; and

14
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w The antimoney laundering regime includes an overseas reporting exemption (see 6.1.10)

but the counterterrorism finance regime does not.

There are defences available for charges of failing to report bathey launderingndterrorist
financeif there is a reasonable excuse for not reporting promptly. Reasonable excuse may include

the following:

w All the information that the person coulgrovide to the NCA is already known to Law
Enforcement because it is in the public domain or because it has already been reported by

another person; or

w There is another reasonable excuse (this is likely to be defined fairly narrowly, in terms of

personalsafety or security).
For further information on this offence and the defences see Chapter Six afuttiance.

The maximum penalties for committing the Failure to Report offence are 5 years imprisonment or

an unlimited fine or both (POCA 334d TA 21A).

What is the Tipping Off offence?

251

25.2

253

TheTipping Ofbffence (POCA 333A and S331 and TA 21D) appliesvithin the regulated

sector. This offence is committed when:

w a person in theegulated sectodiscloses that &ARr DAMLhas been made;
w an investigation into allegations MLTHs underway (or being contemplated); and
w the disclosure is likely to prejudice that investigation.

For further information, including defences to this offersme Chapter Six of thgglidance.

The maximum penalties for committing the Failure to Report offence are 2 years imprisonment or

an unlimited fine or both (POCA 333A and TA 21D).

What is the Prejudicing an Investigation offence?

26.1

The Prejuiting an Investigation offence (POCA 342 and TA 39) applies to both those within the
regulated sector and those outside. Interference with material relevant to an investigation
(including falsification, concealment or destruction of documents) can amauahtoffence of
prejudicing an investigatiarf-or those outside the regime, revealing the existence of a law
enforcement investigation can amount to an offence (for those within the regulated sector such

conduct is likely to result intipping off offence see 2.5 above)

15
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2.6.2 There is a defence if:

w There was no suspicion that an investigation would be prejudiced;
w It was not known or suspected that the documents were relevant; and
w There was no intention to conceal facts.

2.6.3 The maximum penaltielor committing the Prejudicing an investigation offence are 5 years

imprisonment or an unlimited fine or both (POCA 342).

16
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3 RESPONSIBILITY & OVERSIGHT

) What are the responsibilities oflausines8

w How should sole practitioners implement thesgjuirements?
w What are the responsibilities @enior management/MLRD
w How might theMLRGrole be split?

w What policies, procedures and controls are required?

3.1 What are the responsibilities of a business?

311

3.1.2

3.1.3

3.14

Forbusinesseprovidingdefined serviceghe 2017 Regulationsequire antimoney laundering
systems and controls that meet the requirements of the UK-amdney laundering regime. The
2017 Regulations impose a duty to ensure ttedévant employeeandagents(see Chapter Eight
of thisguidance are kept aware of these systems and controls and are trained to apply them

properly.Businesseare explicitly required to:
w Monitor and manage their own compliance with tB817 Regulationsand

w Make sure they are always familiar withe requirements of the 2017 Regulations to

ensure continuing compliance.

If abusinesdails to meet its obligations under tH2017 Regulation<civil penalties or criminal
sanctions can be imposed on the business and any individuals deemed rigg@onkis could
include anyone in a senior position who neglected their own responsibilities or agreed to

something that resulted in the compliance failure.

The primary money laundering offences defined unB&CAsee 2.2 of thiguidance can be
committed by anyone inside or outside thegulated sectobut POCAmposes specific provisions

on the regulated sector.

Businessemust have systems and controls capable of:

w assessing the risk associated withlignt;
w performing CDD;

w ongoing nonitoring of existinglients

W keeping appropriate records;

and enabling staff to make an internal SAR to their MLRO.
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Relevant employeeand agents must have a level of training that is appropriate to their role, so

that they understand their AMLIdigations.

The AML skills, knowledge, expertise, conduct and integritglefant employeesust be

assessed. This requirement does not extend to agents.

Effective internal risk management systems and controls must be established, andetentel

senior managementesponsibilities clearly defined.

HMRC Trust and Company Service Register

3.1.8

3.1.9

3.1.10

3.1.11

Businessethat are not on the trust and company service register are not permitted, under
Regulation 56, to perform trust and company service wéiky businesthat performs trust and
company service work when not on the register may be subject to disciplindonaot civil or

criminal sanctions imposed by HMRC.

HMRC must maintain a register of all relevant persons who are trust or company service providers

(TCSPs) that are not already registered with the FCA.

Businessethat are a member of a profsional body, will be registered by that body on the trust

and company service register because HMRC has asked the professional body supervisors to notify
them of all the firms they supervise that perform trust and company service work (including firms

where the work is incidental to the accountancy services). The supervisory authority will send

HMRC the name and address of eacisiness Y R O2 Y FANY (GKS& |NB WTFAOG Iy

Businessedo not need to separately apply to HMRC but should contact thgiervisory body if

they are unsure whether they are on the register.

What does Regulation 26 require of beneficial owners, officers and managers (BOOMSs)?

3.21

3.2.2

3.2.3

Regulation 26 requires each beneficial owner, officer and managebusiaesgo be appoved by

the supervisory authority of thatusiness

Abusinessnust take reasonable care to ensure that only persons approved by its supervisory body
act as officers and managers of thesinessThis includes only appointing persons who are
approS R YR gKSYy | LISNE2YyQa | LIINRGIE Aa 6AIGKRNI gy

relevant role.

In order to obtain approval, each beneficial owner, officer or manager must apply to the
supervisory authorityBusinessesiay wish to ceordinate these applications. Each supervisory

authority will have different application processes and the person making the application should
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familiarise themselves with the requirements. The beneficial owner, officer or manager should

expect to submit evidencef their criminal record (e.g. a basic DBS certificate).

3.2.4  An approved beneficial owner, officer or manager who is subsequently convicted of a relevant
offence (refer to Schedule 3 of tB817 Requlatior)s must inform the supervisory authority within
30 days of the conviction date. Thesinessnustalsoinform the supervisory authority within 30
RFrea 2F GKS RIFEIGS 2y 6KAOK AG 0 Stdh Pléasendtéthadb 2 F K
the 6 dz& A y SigedviSody Quthority may require notification in a shorter period solibsiness

should familiarise themselves with the requirements.
Definitions¢ BOOMs

3.2.5 The following definitions apply to the ternBeneficial Owner, Officer and Manager for the

purposes of Regulation 26.

Beneficial owner:

w a sole practitioner;
w a partner, or LLP member, in a firm who:
o} holds (directly or indirectly) more than 25% of the capital, or profits or voting
rights; or
o] exercises ultimate control; and
W a shareholder in a limited company who:
o} holds (directly or indirectly) more than 25% of the shares or voting rights; or
o] ultimately owns or exercises ultimate control.
Officer:
w a sole practitioner;
w a partner in a panership (including a Scottish Limited Partnership (SLP));
w a member in a limited liability partnership (LLP);
w a director or company secretary in a limited company; and
W ' YSYOSNI 2F GKS FANNYQA YIylI3ISYSyid o2 NR 2N .
Manager:
w the nominated oficer (the MLRO);
w the member of the board of directors (or if there is no board, of its equivalent

YIEylFr3SYSyd o62Re0 2NJ 2F AdGa aSyA2NI YFylF3aSYSy.
compliance with MLR17; and
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w any other principal, senior manager, member of a management committee who is
NEBaLR2yarotS F2NJ ASGGAYIZ | LIWINRGAY T 2-NJ Sy & dzNJ

Money Laundering policies and procedures, in relation to the following areas:

0 client acceptance procedures;

) 0 KS Fsk MahagameNtJpractices;

o] internal controls, including employee screening and training for AML purposes;
o] internal audit or the annual AML compliance review process;

0 customer due diligence, including policies for reliance; and

o} AML recordckeeping.

3.3 What are the differences in requirements for sole practitioners?

3.3.1 Because it would not be appropriate to the size and nature otilsinessasole practitionemwho

has norelevant employeeseed not:

w appoint a board member or membef senior management to be responsible for the
0 dza A go@glianee with the UK anthoney laundering regime, as the sole practitioner

will be held responsible as referred to in 3.3.4;

w appoint anominated officebecause the sole practitioner will be pEmnsible for

submitting external reports to the NCA as referred to in 3.3.5;
w establish an independent audit function for AML policies, controls and procedures as

referred to in 3.5.26.

3.4  What are the responsibilities of SenidManagement/MLRO?

3.4.1 The2017 Regulationdefine senior managemerds: an officer or employee of the business with
AdzZFFAOASY G Y2 ¢ IMETEBIBex@Sure,lamd SvithGuifididnyadthodty) to take
decisions affecting its risk exposure.

3.42 The2017 Regulationeequire that the approval oSenior Managemennust be obtained:

w for the policies, controls and procedures adopted by tlwsiness(Regulation 19(2)(b));

w before entering into or continuing a business relationship with a Palliyiccxposed Person

(PEP), a family member of a PEP or a known close associate of a PEP (Regulation 35(5)(a)).

w Before establishing or continuing a business relationship with, or carrying out an
occasionatransactionfor, a person established in a higkk third country (Regulation

33(1)(b) and 33(3A) (€)).

3.4.3 Members ofsenior managemenindertaking such responsibilities should receive Continuing

Professional Development (CPD) appropriate to their role.
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Regulation 21(1)(a) of the 2017 Regwlas requires that, where appropriate to the size and nature
of the businessthe businesappoints a board member or member eénior managementvho
must be responsible for the dza A go@@lian€e with the UK anthoney laundering regime. This

individualshould have:

w an understanding of theusinessits service lines and itdients
w sufficient seniority to direct the activities of all members of staff (including senior members
of staff);

w the authority to ensure thé dza A go@g@iance with the reigne;
w the time, capacity and resources to fulfil the role.
Regulation 21(3) of th2017 Regulationsequires abusinesgo appoint anominated officer This

individual should be responsible for receiving interBAR&nd making externédbAR$o the NCA
0la GKS !'YQa CL!0V® ¢KAA LISNER2Y akKz2dZ R KIF @Sy

w sufficient seniority to enforce their decisions;
w the authority to make external reports to thdCAwithout reference to another person;
W the time, capacity and resources to review interS#8iRsind makeexternalSAR# a

timely manner.

Within 14 days of the appointment of either the responsible board mengsior management
and/or thenominated officeythed dza A y Srachdy lalingetiny supervisory authoritwst be

informed of the identity of the individual(s).

Depending on the size, complexity and structure bfiginessthese two roles may be combined in

a single individual provided that person has sufficient seniority, authority, governance
respongbility, time, capacity and resources to do both roles properly. hidanceprimarily

describes the situation in which one individual fulfils the combined role, referred to inuidaigce

as theMLRQ with alternative arrangements covered in 3.4 oistyuidance The role of theILRO

is not defined in legislation but has traditionally included responsibility for internal controls and risk
management aroundILTF in accordance with sectoral guidan&usinessewith an MLRGshould

periodically review tha [ w Hbefto ensure that:

w it reflects current law, regulation, guidance, best practice and the experience of the

business in relation to the effective managementMifTFHisk; and

W the MLRChas the seniority, authoritygovernance responsibility, time, capacity and

resources to fulfil the brief.
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Thebusinesshould ensure that there are sufficient resources to undertake the work associated

with thea [ w hrdleaThis should cover normal working, planned and unptainabsences and

seasonal or other peaks in work. Arrangements may include appointing deputies and delegates.

When deciding upon the number and location of deputies and delegates, the business should have
regard to the size and complexity of thesines® endce lines and locations. Particular service lines

or locations may benefit from a deputy or delegate with specialised knowledge or proximity.

Where there are deputies, delegates or both (or when elementsusines® ! a| LJ32f A OASazxz
and procedurs are outsourced), th®LROretains ultimate responsibility forthé dza A y Sa a Q

compliance with the UK anthoney laundering regime.

AllMLROsdeputies and delegates should undertake CPD appropriate to their roles.

TheMLRGshould:
W have overght of, and be involved ilMLTHisk assessments;
w take reasonable steps to access any relevant information aboubtlseess
W obtain and use national and international findings to inform their performance of their
role;
w create and maintain the bisy S & &b@sed dgfivandh to preventingLTE
w ddzLILR2 NI | yR 02 2 NRA Y | NLSFisks iydach SiffviyalibOsiness 2 Odza 2

area. This involves developing and implementing systems, controls, policies and

procedures that are appropriate to eachdiness area;

w take reasonable steps to ensure the creation and maintenanédLdfFdocumentation;
w develop Customer Due Diligenc@¥D policies and procedures;
w ensure the creation of the systems and controls needed to enable staff to make internal

SARIn compliance witPOCA

w receive internaSARsind make externdbAR$o the NCA
w take remedial action where controls are ineffective;
w draw attention to the areas in which systems and controls are effective and where

improvements could be made;

w take reasonable steps to establish and maintain adequate arrangements for awareness
and training;
W receive the findings of relevant audits and compliance reviews (both internal and external)

and communicate these to the board (or equivalent managing body)
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W report to the board (or equivalent managing body) at least annually, providing an

FaaSaaySyid 2F (GKS 2LISNIiA2ya yR STFSOGABSyYy.
This should take the form of a written report. These written reports should be

supplemented with regular ad hoc meetings or comprehensive management information

to keep senior management engaged with AML compliance and up to date with relevant

national and international developments in AML, including new areas of risk and

regulatory prattice. The board (or equivalent managing body) should be able to

demonstrate that it has given proper consideration to the reports and ad hoc briefings

provided by the MLRO and then taken appropriate action to remedy any AML deficiencies
highlighted.

How might the MLRO role be split?

351

3.5.2

3.5.3

Where theMLROrole as described above is split between two or more individuals, the allocation of
the duties should be clear to the individuals assigned the dutiesgleitant employeeand the

0 dza A gn8-@man& laundering supervisory authority.

Businessemay use their discretion as to how to assign duties between two or more individuals,
depending on the size, complexity and structure of their business (subject to the basic legal

requirements describedithisguidancg.

The matters listed in 8.10 of thisguidanceshould be allocated to these individuals or others with
the appropriate skills, knowledge and expertise. Regardless of the allocation of these duties, the
individual identified in 3.3.4f thisguidanceA & dzf GAYlF (St & NBaLRyarotsS F2I

with the UK antimoney laundering regime, including the actions of tteeninated officer

What policies, procedures and controls are required?

3.6.1

The2017Regulationglace certain requirements onusinessesegardingCDD(Part 3 of the
NE3dzZ FGA2ya0 yR WNBO2NR | SSLIAYy3IZ LINBRBOSRdAz2NBa |y

The following topics, all of which form part of tMLTHramework, need to be considered:

risk based approach, risk assessment and manageme
CDO(including EDD and SRD

record keeping;

internal control;

ongoing monitoring;

reporting procedures;

compliance management;

€ € €& € € € € ¢

communication.
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3.6.2

3.6.3

3.6.4

The2017 Regulationprovide different amounts of detail about the policies and procedure
required in each areaBusinesseasiust implement and document policies, controls and procedures
that are proportionate to the size and nature of thesinessThese must be subject to regular

review and update, and a written record of this exercise naiimgd.

Businessewith overseas subsidiaries or branches that are carrying out any of the activities listed in
1.2.1 of thisguidancemust establish group wide policies and procedures equivalent to those in the
UK. If the law of the overseas territpdoes not permit this, then thbusinessnust inform itsanti-
money launderingupervisory authoritand implement additional riskased procedures. Steps

taken to communicate policies, controls and procedures to the group must also be recorded.

When determining policies, controls and procedures, consideration must be given to data
protection requirements and the safeguarding of client confidentiality. Unde2thE/ Regulations
abusinessnust make data subjects aware of the data that will be ctdié@about them and why

the date is being collectedusinessemsust not use the data that they have gathered MMLTF
purposes for any other purpose unless they have obtained consent from the data subject to do so,
or the use of the data is permitted undbsgislation. Note that the requirement is for permission by

legislation not contract.

The data collected during CDD may include details of those who exercise-day control,
beneficial ownership and in the case of transactions, the nature, purpodéhenparties involved.
Where there is a need to share client data on a gratige basis, businesses may wish to obtain

appropriate internal or external advice on the data protection implications.

Risk assessment and management

3.6.5

Everybusinessnust have appropriate policies and procedures for assessing and mansiging
risks. To focus resources on the areas of greatest risk,-hasdd approach must be adopted. It is
the ultimate responsibility of the board member or membersehior managementesponsible for
compliance to identify the risks and then develop #iglsed procedures for taking on nelents.

A risk assessment should be conducted at least annually, but with new and changing risks
considered as and when they are identified. InformatoiN® Y (i K SAML dzberws@ya a Q
authority should be considered. Further information on the fisdksed approach, types and

categories of risk can be found in Chapter four of thiglance

Risks from client activity

3.6.6

Businesseare required to havén place policies and procedures to identify and scrutinise the
activity in which the client is involved and in respect of whichlibsinesss providingservices, in
order to detect potentiaMLTFactivity. Businesseshould consider whether the actiyiis unduly

complex, disproportionately large or lacking in commercial rationale.
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Risks from new services, products, business practices or technologies

3.6.7

3.6.8

3.6.9

3.6.10

3.6.11

As part of their policies, controls and proceduressinessemust take into account th&ILTHisk

arising from the introduction of new services, products, business practices or new technologies.

If abusinesseparatedefined serviceBom other services (see 1.2.6), it should initially consider
whether the new offering is defined serviceSome services will not lekefined serviceand would
therefore fall outside the scope of tH#17 Regulations.g. the sale of a publication or a generic

software application.

Where the new service or product islafined servicebusinesseshouldhave procedures that

require it to be assessed fMLTFvulnerability and included within the firrvide risk assessment.

In assessing vulnerabilities and risks, its characteristics (such as whether it enables anonymity of
beneficial ownership or is accdlske through nonfaceto-face delivery channels) should be

considered.

Businesseshould also consider how introducing new business practices (including new technology)
could increase th&ILTF riskCriminals will often try to expose and explois®m weaknesses to

aid criminal activity. Such weaknesses may allow activities to be undertaken anonymously or may
enable threshold detection levels to be circumvented, so that a high volume of transactions can be
undertaken over a short period of time. ee introducing new ways of working, consideration

should be given to whether new controls, policies or procedures are required to mitigatdLth&

risk e.g. the introduction of additional monitoring or review controls.

When abusinessntroducesa new service or product, it will not have an understanding of how it
will be used by thé dza A gfiéhs.aTherefore, for an initial period of use of the new product or
service, the business should apply greater monitoring to the engagements so thatdetect any

unidentified risks and amend its procedures as appropriate.

Customer Due Diligence (CDD)

3.6.12

Responsibility for developingDDpolicies and procedures rests with tMLROThese procedures
should ensure thatelevant employeeare able to make informed decisions about whether or not
to establish a&usiness relationshipr undertake aroccasional transactigrin the light of theMLTF
risks associated with thelientand trarsaction To ensure that the correct procedures are being
followed, relevant employeesiust be made aware of their obligations under th@17 Regulations

and given appropriate training.
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3.6.13

Manybusinessealready have procedures to help them avoid camdliof interest and ensure they
comply with professional requirements for independence. The requirements ctQh&
Regulationgan either be integrated into these procedures, to form a consolidated approach to

taking on a newvelientor addressed separale For more orCDDsee Chapter five of thiguidance

Outsourcing of CDD

3.6.14

3.6.15

3.6.16

Reporting

3.6.17

Where abusinesshooses to outsource aspects of the CDD process (e.g. collecting documentary
evidence of client identity) to a third party it should give consideration aghether the risk of
MLTHs increaseds aresult of the outsourcing. Where the potential risk ML THs increased, a
businesshould ensure that appropriate systems and controls are put in place to mitigate the

increased risk.

Regardless of any taourcing arrangements, lausinessvill remain responsible for ensuring that
CDDis performed to a UK standard, including maintaining appropriate records even in cases where

documents are collated by the thigglarty outsourcer.

There is no legal oiglation for a thirdparty outsourcer to report knowledge or suspicionNfTF

to the busines®r for the businesgo put in place for reporting of knowledge or suspicion by the
third-party outsourcer. If aelevant employe&vithin the businessacquires knwledge or suspicion
based on information supplied by the thighrty outsourcer, this must be reported in the normal

way.

UnderPOCAhe reporting of knowledge or suspicion of money laundering is a legal requirement. It
is the responsibility of th&ILRCto develop and implement internal policies, procedures and
systems that are able to satisfy tiRROCAeporting requirements. Those poiles must set out

clearly, (a) what is expected of an individual who becomes aware of, or suspects, money
laundering, and (b) how they report their concerns to ieRO Allrelevant employeesiust be

trained in these procedures.

More information on repating suspicious activity can be found in Chapter six ofghidance

Record keeping

3.6.18

All records created as part of t@DDprocess, including any heengagement documents relating

to the clientrelationship and ongoing monitoring of it, must beaimmed for five years after the
relationship ends. All records related to aocasional transactiomust be retained for five years
after the transaction is completed. A disengagement letter could provide documentary evidence
that a business relationshipak terminated, as could other forms of communication such as an

unambiguous email making it clear that the business does not wish to engage or is ceasing to act.
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3.6.19 Senior managemermnhust ensure that the relevant employees are made aware of these tieten
policies and that they remain alert to the importance of following them. There is more information

on record keeping in Chapter seven of thisdance

Training and awareness

3.6.20 The2017 Regulationeequire that allrelevant employeeandagents(such as contractors) are
aware of the law relating ttMLTFand the requirements of data protection and undertake regular
training in how to recognise and deal with suspicious activity which may be relatddTé& See

Chapter Eight of this guidance for fluer details.

3.6.21 A business that fails to provide training felevant employeeé@ndagentswhere appropriate)
could be in breach of the regulations and at risk of prosecution. It would also risk failing to comply
with Section 330/331 dPOCAwhichrequiresBusinessem the regulated sector to disclose any
suspicions of money laundering. Although Section 3®QEAO 2 dzf R LINR A RS | WNBI &
defence against a failure to disclose for the individual, the regulations are still likely tdobaxe
breached by thdusinesdecause adequate training was not provided. For further information on

training and awareness refer to Chapter eight of tpisdance.

Employee screening

3.6.22 Businesseshould consider the skills, knowledge, expertise, aarcnd integrity of alielevant
employeesoth before and during their appointment. This consideration should be proportionate
G2 GKS SYLX 2 BuSitsSsnd thaBif TEiska tyiey arkliRely to encounter. An employee
is relevant if his or her ork is relevant to compliance with tH#17 Regulationer is otherwise
capable of contributing to thé dza A idedtiicatdn, mitigation, prevention or detection MLTF.
Most businessemay already undertake such an assessment as part of their recruitment, appraisal,
training, independence, fit and proper and compliance procedures. However, it is important that
businessehave a mechanism for evidenciM-TFknowledge within such procedes for example,
a test for which the results are recorded can evidence knowledge and expertise. Similarly, regular

recorded ethics trainingan be useful in assessing integrity.

Monitoring policies and procedures

3.6.23 TheMLRGand appropriatesenior mamagementshould together monitor the effectiveness of
policies, procedures and processes so that improvements can be made when inefficiencies are
found. Risks should be monitored, and any changes must be reflected in changes to policies and
procedures, keejng them upto-date, in line with the risk assessment of the business. For more

information, see Chapter four of thguidance

3.6.24 In their efforts to improve AML policies, controls and procedures, and better understand where

problems can ariseseniormanagementshould encourageelevant employeet provide feedback.
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When changes are made to policies, procedures or processes these should be properly

communicated taelevant employeeand supported by appropriate training where necessary.

Businssesmust introduce a system of regular, independent reviews to understand the adequacy
and effectiveness of thBILTFsystems and any weaknesses identified. Independent does not
necessarily mean external, as somesinessewill have internal functions (pically audit,

compliance or quality functions) that can carry out the reviews. Any recommendations for
improvement should be monitored. Existing monitoring programmes and their frequency can be
extending to include AML. The reviews should be proportionatine size and nature of the
businessA sole practitioner with neelevant employeeseed not implement regular, independent

reviews unless required by thdilK AML supervisory authority

As part of their improvement efforts theenior manageresponsible for compliance and tiLRO
should monitor publicly available information on best practice in dealing Miti Fisks. For

example, thematic reviews by regulators can be useful ways to improve understanding of good and
poor practice, while repog on particular enforcement actions can illuminate common areas of

weakness in AML policies, controls and procedures.
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RISK BASED APPROACH

) What is the role of the riskased approach?

w What is the role oenior managemert

w How should the risknalysis be designed?

W What is the risk profile of thbusines8

W How should procedures take account of the #islsed approach?
w What are the different types of risk?

w Why is documentation important?

What is the role of the riskbased approach?

41.1

4.1.2

4.1.3

4.1.4

The riskbased approach is fundamental to satisfying B&TFecommendations, the EU directive
and the overall UKMLTRegime. It requires governments, supervisors &usinessealike to
analyse the MLTF risks they face and make proportionate resgsoto them. It is the foundation of
anyd dza A y\E Pdlices, controls and procedures, particularhOBDand staff training

procedures.

The riskbased approach recognises that the risks posethyFactivity will not be the same in
every case and so it allows thesinesgo tailor its response in proportion to its perceptions of risk.
The riskbased approach requires evidenbased deci®n-making to better target risks. No
procedure will ever detect and prevent MILTFE but a realistic analysis of actual risks enables a

businesdo concentrate the greatest resources on the greatest threats.

The riskbased approach does not exemiptv riskclients services and situations fro@DDor
other risk mitigation procedures, however the appropriate leveC&fDs likely to be less onerous

than for those thought to present a higher level of risk.

This section provides guidance on thealyses thédusinesill need to perform to properly
underpin a riskbased approach. Guidance on applying the-biaked approach to particular AML
procedures and controls can be found in the relevant Chapter ofjthilancededicated to those

procedures.

What is the role of senior management?

421

Senior managemernis responsible for managing all the risks faced by the business, incMdifg
risks. Senior managers should ensure thfTFisks are analysed, and their nature and severity
identified and assessed, in order to produce a risk profile fobtirgnessSenior management

should then act to mitigate those risks in proportion to the severity of the threats they pose.
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4.2.2 Where arisk is identified, theusinessnust design and implemerppropriate procedures to
manage it. The reasons for believing these procedures to be appropriate should be supported by
evidence, documented and systems created to monitor effectivenedsd2i A gsbased
approach should evolve in response to thedfings of the systems monitoring the effectiveness of

the AML policies, controls and procedures.

4.2.3 The risk analysis can be conducted by MieRCbut must be approved bgenior management
including the senior manager responsible for compliance (iffardnt person to theMLRQ. This is
likely to include formal ratification of the outcomes, including the resulting policies and
procedures, but may also include clasnior managemenitvolvement in some or all of the

analysis itself.

4.2.4  The risk prdfe and operating environment of apusinesshanges over time. The risk assessment
must be refreshed regularly by periodic reviews, the frequency of which should reflebtitihé&
risks faced and the stability or otherwise of the business environmeiaiddiition, whenevesenior
managementees that events have affectddLTHisks, the risk assessment should also be
refreshed by an everdriven review. A fresh assessment may require AML policies, controls and
procedures to be amended, with consequentrapiacts upon, for example, the training programs

for relevant employeeandagents.

4.3 How should the risk assessment be designed?

4.3.1 The2017 Regulationeequire thebusinesdo consider # MLTFrisks to which it is exposed

including at least the sks presented by:

W Its clients

w The countries or geographic areas in which it operates
w Its products or services

w Its transactions (referred to here as engagements)

W Its delivery channels.

4.3.2 One possible first step is to consider thie THisks faced by each different part of thesiness
Thebusinessnay already have general risk analysis processes, and these could form the basis of its

MLTFisk analysis.

4.3.3 When designing an analysis process bliginesshould look not only at itself but at itdientsand
markets as well. Consider factors that lower risks as well as those that increase thient a

subject to an effectivdMLregimeposes a lower risk threone not subject to such a regime.
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Businesseshould take into account the findings of the most recent UK National Risk Assessment,

together with any guidance issued by the relevanti-money laundering supervisory authority.

4.3.4 TotalMLTHisks inclale the possibility that théyusinessnight:

w Be used to launder money (e.g. by holding criminal proceedglier money account or
by becoming involved in an arrangement that disguises the beneficial ownership of

criminal proceeds);

w Be used to faciiate MLTFoy another person (e.g. by creating a corporate vehicle to be
used for money laundering or by introducing a money launderer to another regulated

entity);

w Suffer consequential legal, regulatory or reputational damage because a client (or one or

more of its associates) is involved in money laundering.

435 wAala akKz2dz R 0S5 3 NP dzclsn® ZA yWaS NIIA OS2 NIy Ra Y IB AR H
not easily fit under any one heading but that should not prevent them from being considered
properly. Nor should a business judge overall risk simply by looking at individual risks in isolation.
When two threats are combined, they can produce a total risk greater than the sum of the parts. A
particular industry and a particular country may edhthought to pose only a moderate risk. But
when they are brought together, perhaps by a particbentor transaction, then the combined
risk could possibly be higBusinesse¥ dza (i y 2 (i -ai2 S H LINEAIORNKTHiSKAN | &4 4 S 4 ¢
relation toany individuatlientbut must, instead, take reasonable steps to assess all information

relevant to its consideration of the risk.

4.4 What is the risk profile of the business?

4.4.1 Abusineswith a relatively simplelientbase and a limited portfoliof services may have a simple
risk profile. In which case, a single set of AML policies, controls and procedures may suffice right
across its operations. On the other hand, ménginessewill find that their risk analysis reveals
quite differentMLTRisks in different aspects of tHmusiness. Accountanegrvicesfor example,
may face significantly different risks to insolvency, bankruptcy and recovery services. A risk analysis

allows resources to be targeted, and procedures tailored, to address thifiseences properly.

4.4.2 When abusinesslecides to have different procedures in different parts of its operations, it should

consider how to deal witklientswhose needs straddle departments or functions, such as:

W A newclientwho is to be served bio or more parts of théusinesswith different AML

policies, controls and procedures;

w An existingclientwho is to receive new services from a part of thesinesswith its own

distinct AML policies, controls and procedures.
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The riskbased apprb OK Oty Ffa2 GF1S Ayd2 | 002dzyid (GKS 0 dza
different commercial environments. If, for example, it has no experience of a particular country, it

could treat it as a normal or high risk even though other Businesses might coitdae risk.

Similarly, if it expects to deal with only UK individuals and entities, it may treat as high risk any

client associated with a nebK country.

How should procedures take account of the riblased approach?

45.1

452

4.5.3

454

455

4.5.6

Before establishing dient, relationship or accepting an engagemertiwsinessnust have controls
in place to address the risks arising from it. The risk profile obtlsinesshould show where

particular risks are likely to arise, and so where certain procedures will keedete tackle them.

Risk based approach procedures should be easy to understand and easy to usesfevatit
employeesvho will need them. Sufficient flexibility should be built in to allow the procedures to

identify, and adapt to, unusual situans.

The nature and extent of AML policies, controls and procedures depend on:

w The nature, scale, complexity and diversity of thesiness

w The geographical spread dfentoperations, including any local AML regimes that apply;
and

w The extemto which operations are linked to other organisations (such as networking

businesses or agencies).

Businesseshould have differentlientrisk categories such as: low, normal, and high. The

procedures used for each category should be suitabléhferisks typically found in that category.

For example, if it is normal forkausinesso deal withclientsfrom a particular country, the

busines® LINE OSRdzNBE & T2 NJ ¢ Klienismiskbs desigind Fotb&laRldrdssithey 2 NI I §

risksassociated with that country. Some low and higgk indicators can be found in APPENDIX D.

Regardless of the risk categorisatitmisinessemust undertake monitoring of thelient
relationship. Such monitoring must be done on a-isked approachwith levels of monitoring

varying depending on thBILTHisk associated with individualients.

Taking into account key risk categoriefusinessnay be able to draw up a simple matrix in order
to determine a € A Srigkipfdfile. Such risk cageries may include @ f A fgalifd@s, the

country in which theclientis established or incorporated, and the industry sector in which the
clientoperates. In additionbusinesseshould also consider the nature of the service being offered

to aclientand the channels through which the services/transactions are being delivered.
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4.5.7 Elevated risks could be mitigated by:

w Conducting enhanced levels of due diligende., increasing the level @DDthat is
gathered.

w Carrying out periodi€DDreviews on a more frequent basis.

w Putting additional controls around particular service offeringsl@nts.

4.6 What are the different types of risk?
What is client risk?

46.1 AbusinessiK2dzf R O2y & dARSNJ (i KS chehtbor i behefichl ojvuzS hatfeh 2 Yy 2 &4 5
FGONROdziSa (y26y (G2 0SS FNBIldSyife dzaSR o6& Yz2ySe

4.6.2 Clientrisk is the overalMLTFisk posed by alientbased on the key riskategories, as determined

by abusiness.

46.3 TheOf A 8sK prdlild may also inform the extent of the checks that need to be performed on

other associated parties, such as tbd A Beyiafichsiowners.

4.6.4 Undueclientsecrecy and unnecessarily cplax ownership structures can both point to
heightened risk because company structures that disguise ownership and control are particularly

attractive to people involved iMLTF.

4.6.5 In cases where @lient(an individual) or beneficial owner ofddientis identified as #ERan
enhanced level of due diligence must be performed onRiEdPFurther details on the approach to

be taken in such circumstances are set out in 5.33.8.23 of this guidance.

4.6.6 Abusinesshould consider the following quésh 2 y  &le@sha®elshdstantial operations in
aSOG2NAR GKIFG FNB FF@2dz2NBR o6& Y2ySeé fl dzyRSNENE 2

4.6.7 Sector risks are the risks associated with certain sectors that are more likely to be exposed to
increased levels dfILTE Forexample, the cryptocurrency sector has been subject to misuse by

money launderers.

4.6.8 Businesseshould consider the sectors in which thelienthas significant operations and take this
into account when determining@f A 8sK pralilz. When coridering what constitutes a higtisk
sector,Businesseshould take into account the findings of the most recent UK National Risk
Assessment, together with any guidance issued by the releaatiimoney laundering supervisory

authority.
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What is service ri?

4.6.9

4.6.10

4.6.11

4.6.12

4.6.13

Abusinessi K2 dzf R O2yaARSN) GKS F2ft2¢6Ay3a ljdzSadiArzya a5
FGGNROdzi Sa (1y26y (2 0SS dz&aSR o0& Y2ySeé I dzy RSNBNA&A

type of the engagements the business provides advice on aaveherently higher risk dfiLTR

Service risk is the perceived risk that certain products or services present an increased level of

vulnerability to being used faviLTHourposes.

Businesseshould consider carrying out additional checks when providing a product or service that

has an increased level MLTFRvulnerability.

Services and products in which there is a serious risk thabtisenesstself could commit a money
laundering ofénce should also be treated as higher risk. For example, wherevéutdiressnay

commit an offence under Section 32829 of POCA(See Chapter Two.)

Before abusinesdegins to offer a service significantly different from its existing rangeadyzcts
or services, or when @ientselects a new service from thisinessit should assess the associated

MLTFisks and respond appropriately to any new or increased risks.

What is geographic risk?

4.6.14

4.6.15

4.6.16

4.6.17

4.6.18

Abusinesshould consider the following quésk 2 y  dclieNt&establited in countries that are
1y26y (2 0S dzaSR o0& Y2ySe& fIdzyRSNENE 2NJ (SNNENR

Geographic risk is the increased level of risk that a country poses in respdci&f

When determining geographic risladtors to consider may include the perceived level of

corruption, criminal activity, and the effectivenessMETFcontrols within the country.

Businesseshould make use of publicly available information when assessing the le\LsT¢bf

a particular country, e.g. information published by civil society organisations such as Transparency
International and public assessments of & THramework of individual countries (such BATF
mutual evaluations). When appropriate authorities designateteofifiigh risk third countries a link

will be provided.

Although some countries may carry a higher levaMafTFisk, thosebusinessethat have
extensive experience within a given country may reach a geographical risk classification that differs

to those that that only have a limited exposure.
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What is delivery channel risk?

4.7

4.6.19 AbusinessiK2dzt R O2yaARSNJ GKS F2ft2¢6Ay3a ljdzSadiArAz2y a52

clientface to face pose a greatttLTANR a | K €

4.6.20 Certain delivery channels can increase MieTFisk, because they can make it more difficult to
determine the identity and credibility of elient, both at the start of ausiness relationshignd

during its course.

4.6.21 For example, delivery channeskicould be increased where services/products are provided to
clientswho have not been met faem-face, or where dusiness relationshiwith aclientis

conducted through an intermediary.

4.6.22 Businesseshould consider the risks posed by a givenvee)i channel when determining the risk

profile of aclient,and whether an increased level @GDDneeds to be performed.

Why is documentation important?

4.7.1 Businessemust be able to demonstrate to theamti-money laundering supervisoaythority how
they assess and seek to mitigdf THisks. This assessment must be documented and made
available to theanti-money laundering supervisory authordg request. The documentation

should demonstrate how the risk assessment informs their f@diand procedures.
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5 CUSTOMER DUE DILIGENIDE)(

) What is the purpose a€DD?

W When shouldCDDbe carried out?

w How shouldCDDoe applied?

w What happens iCDDcannot be completed?

w What is the obligation to report discrepancies in the Personhk Wignificant Control

register and Trust Registration Service?

5.1 What is the purpose oCDL?

511

5.1.2

Criminals often seek to mask their true identity by using complex and opaque ownership
structures. The purpose @DDis to know and understand@ft A Rightityaad business activities
so that anyMLTHRisks can be properly managed. Effectv®Dis, therefore, a key part of AML
defences. By knowing the identity otthent,including who owns and controls it aisinessot

only fulfils its legal and gulatory requirements it equips itself to make informed decisions about
the Ot A Stghdingand acceptability.

CDDalso helps dusinesso construct a better understanding of th@ f A §/pical Qusiness
activities. By understanding what is norhpaiactice it is easier to detect abnormal events, which, in

turn, may point toMLTFactivity.

CDD principles

5.1.3

Businessemust applyCDDprocedures:

(a) at the start of a newusiness relationshifincluding a company formation),
(b) at appropriate points during the lifetime of the relationship,

(c) when aroccasional transactiors to be undertaken,

(d) when there is either knowledge or a suspiciotfTF(Where there is such knowledge or
suspcion of MLTRhe businessnust also consider whether an exterr@A\Rshould be made to the
NCA),

(e) when therasany doubt about the reliability of the identity information, or documents obtained

previously for verification purposes,

(f) when thebusinesdas a legal duty to contactdientand the duty includes a requirement to
review information related to the wnership or control structure of the client or atwgneficial

owners.
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(9) when thebusinesdas a duty to exchange information under the Common Reporting Standard.
It would be unusual for an accountankysinesso have this reporting obligation as it ajgs more

generally to asset managers and financial institutions who hold accounts on behalf of a client.

The2017 Regulationsutline the required components of goddDD These components are:
w Identifying theclient (i.e., knowing who the client)is

w Verifying the identity of thelient (i.e., demonstrating that they are who they claim to be)

by obtaining documents or other information from independent and reliable sources;

W Identifyingbeneficial owner(s)o that the ownership and control strugte can be
understood and the identities of any individuals who are the owners or controllers can be

known;

w On a risksensitive basis, taking reasonable measures to verify the identity dieheficial

owner(s);and

w Gathering information on the interetl purpose and nature of thieusiness relationship.

When determining the degree @DDto apply, thebusinessnust adopt a risk based approach,

taking into account the type daflient, business relationshjproduct or transaction, and ensuring

that the appropriate emphasis is given to those areas that pose a higher level of risk (see Chapter
four of thisguidanc@. For this reason it is important that risks are assessed at the outset of a

business relationshigo that a proportionate degree @@DDcanbe brought to bear.

Where the work to be performed falls within the scopedefiined serviceghe businessnust
ensure thatCDDs applied to new and existirgientsalike. For existinglients, CDIhformation
gathered previously should be reviedand updated where it is necessary, timely and-risk

appropriate to do so.

While the2017 Regulationprescribe the level oEDDthat should be applied in certain situations
(i.e. simplified or enhancedfor more on this see 5.3 of thguidance, they do not describe how

to do this on a rislsensitive basis. Nonetheless, a business is expected to be able to demonstrate
to its anti-money laundering supervisory authorihat the measures it applied were appropriate in
accordance with itewn risk assessment. Chapter four of thisdanceoutlines broadly the key

areas to be considered when developing a-slsed approach including (amongst other factors)

the purpose, regularity and duration of the business relationship.
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Stages of CDD
Identification : Risk Assessment Verification
(Information gathering) (Evidence gathering)
e Who s the client? ) e Clientrisk * What evidence (documentary, electronic or
e Who owns and controls the client? e Service n's_k ) other) do you need ?o demonstrate that what
e Geographic risk you have been told is true?
» Whatis the clients ownership and control ||« pelivery channel risk

¢ What steps do you need to take or what
) information do you need to obtain to mitigate
e What does the client do? any specific risks that you have identified?

e Whatis the source of the client's funds?

structure?

¢ What activities does the client undertake?
¢ What will you be doing for the client?
e Whatis the client’s legal structure?

«QC_ J_  J

5.1.8 The arrows in the diagram above represent feedback loops by which an initial risk assessment or

verification may highlight a need for more information to be gathered or a fresh risk assessment

performed.

5.1.9 Theidentification phase requires the dhering of information about & f A ®lghiityaad the
purpose of the intendedbusiness relationshiAppropriate identification information for an
individual would include full name, date of birth and residential address. This can be collected from
a range of sources, including the client. In the case of corporates and other organisations,
identification also extends to establishing the identity of anyone who ultimately owns or controls
the client. These people are the Beneficial Owners (BOs), and fuditail on how to deal with
them can be found in 5.1.14 of thggiidance Where an individual is believed to be acting on behalf

of another person, that person should also be identified.

5.1.10 The next stage aEDDsrisk assessmentThis should be pesfmed in accordance with the risk
based approach guidance contained in Chapter four ofghidance and must reflect the purpose,
regularity and duration of théusiness relationshims well as the size of transactions to be
undertaken by theclientandthe 6 dza A gw® &sk &sessment. An initial risk assessment is based
on the information gathered during stage one (identification), but this may prompt the gathering of
additional information as indicated by the Idiand feedback loop. The righiand £edback loop

shows that additional risk assessment may be required in the light of stage (tregécation).

5.1.11 During identification and risk assessment, thesinessnight consider the following questions:

W Are you clear why the client has selegtgou to carry out the service? E.g. Has the client

asked you to assist in a service which is outside your normal area of specialism? While it is
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relevant to consider whether the client approached you, or you sought out the work, the
Ot ASy (i Qa addhy yoithfe wBrR stlstifl be considered.

w Has the client asked to engage with you in an unusual manner? E.g. in a way that could

obscure the true business activity or the true beneficiaries or controllers of the activity.

w Does the transaction aligh2 (G KS Of ASydQa y2NXNIf odzaAiySaa |

E.g. the client is involved in a transaction for which they have little or no expertise.

w Does the transaction make commercial sense to all parties? E.g. there is no clear economic

or legalpurpose for the transaction.

w Is the identity of the other parties to the transaction clear? E.g.
o] The client is unclear as to the identity of the other parties to the transaction,
o} Intermediaries may be being used to obscure benefmialership.

w The other parties to the transactions are based in jurisdictions known to have weak

corporate governance.

w Have you been deliberately asked to work on both sides of a client transaction, giving rise

to an ethical wall which could act as a ber for information sharing?
w Is there a lack of documentation in support of the transaction?

w Does the client transaction involve an unusual payment method which could be used to

facilitate anonymity? E.g. large cash payments or electronic currency.

w Are any of the funds in the client transaction coming from a jurisdiction known to have
links toMLTF?
w Could the client transaction be linked to a series of transactions, each of which has a value

less than 15,000 Euros? E.g. payments are deliberatedye mader theoccasional

transactionthreshold in order to avoid scrutiny.

w Does this client transaction make sense in the context of the other work the business has

done with the client?

5.1.12 Businesseshould remain vigilant throughout the duration tfeir involvement in the service in

order to identify circumstances that require a report of suspicioMafl Factivity.

5.1.13 Once an initiatisk assessmentias been carried out, evidence is required to verify the identity
information gathered duringhe first stage. This is calleientverification. Verification involves
validating (with an independent, authoritative source), that the identity is genuine and belongs to
the claimed individual or entity. For an individual, verification may requite sifja passport (with

a photocopy taken). For corporates and others, in addition todentitself, reasonable
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verification measures for any individual beneficial owners (BOs) must also be considered on a risk

sensitive basis.

5.1.14 Further guidance o the type of information that should be gathered and the documents that can

be used to verify it, can be found in Appendix B of thiklance

Beneficial ownership

Definition

5.1.15 Abeneficial ownecan only be a natural person i.e., a human being, as distinct from a legal person

e.g. a company.

5.1.16 Regulations 5 and 6 of the 20RegulationR STAy S&a GKS YSIyAy3d 2F WoSyST
of differentclienttypes. The table below givessammary of how beneficial ownership could be
established for a variety of entities. In many cases, judgements will have to be made (for example,
over effective control of an entity). Some of these judgements will be finely balanced. For this
reason, businsses should document all decisions and the bases on which they are formed. Please

seeAPPENDIX fér illustrative case studies for each of these client types.

Client
Companies whose securities are listed on an EEA regulated investment marlegwvalent

Owns or controls (directly or indirectly)

Regulation Voting

: STETES Capital Profits Case Study
rights

28(5)
Other beneficial owners
No requirement to establish beneficial ownership

Client
Bodies corporate Company

Is (directl indirectl h
Owns or controls (directly or indirectly) more than Case

Regulation Voting Shares Capital Profits Studies

rights

Other beneficial owners

Any individual who:
1 exercises ultimate control over thmanagement of the body corporate, or
1 who controls the body corporate
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Client
Bodies corporateg Limited Liability Partnership (LLP)

Owns or controls (directly or indirectly) more than
Regulation Voting
rights

5(1)

Other beneficial owners

Shares Capital Profits Case Study

Any individual who:
1 exercises ultimate control over the management of the body corporate, or
1 who controls the body corporate

Client
Partnerships other than LLPs (including LPs)
Entitled to or controls (directly or indirectly) more than

Regulation Shares Capital Profits

Other beneficial owners

Any individual who:

1 otherwiseexercisesiltimate control over the management of the partnership (in the case of a Limited
Partnership (LP) this will be the General Partner);

1 Inthe case of a Scottish partnership, significant influence. {See Part 1 of Schedule 1 to the Scottish
Partnerships (Register of People with Significant Control) Regulations 2017.)

Client

Owns or controls directly or indirectly)

Regulation \/elilgle}
rights

6y [ NA_ | NA | NA | _NA [ 8 |

Other beneficial owners

Case Study

Shares Capital Profits

All the following:

i The settlor(s),
i The trustee(s),
1 The beneficiaries including anyone who is a member of a class who has had a benefit from the tr

allocated to them (or where some/all have not yet been determined, the class of persons in whos
maininterest the trust is set up or operates).

1 Any individual who has control over the trust (for example protectors).
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Client

Estates of deceased individuals

Owns or controls (directly or indirectly)

Regulation Voting Case Study

rights

66 [ NA [ NA | NA | _NA [ 9 |
Other beneficial owners
In England, Wales and Northern Irelatite executor, original or by representation, or administrator for the
time being of the deceased.
In Scotland: the executor of the estate (or therposes of the Executors (Scotland) Act 1900)

Shares Capital Profits

Client

Other legal entities

Owns or controls (directly or indirectly)

REfHlEN SIEIES Capital

Other beneficial owners

Thefollowing:

1 Any individual who benefits from the property of the entity or arrangement. Where no individual
beneficiaries are identified, the class of persons in whose main interest the entity or arrangement wa
up or operates.

1 Any individual who exeises control over the entity or arrangement. Where an individual is the benefiq
owner of a body corporate which benefits from or exercises control over the property of the entity or
arrangement, the individual is to be regarded as benefiting from erasing control over the property of
the entity or arrangement.

Client

All other cases

Owns or controls (directly or indirectly)
Case Study

Regulation Voting
rights

6(9)

Other beneficial owners

STETES Capital Profits

Theindividual who
9 ultimately ownsor controls the entity or arrangement or
1 on whose behalf a transaction is being conducted.
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Client
Where all possible means of identifying the beneficial owner of a body corporate have been exhausted (
5.4) andeither the Business:
1 has not succeeded in identifying the BOs, or

9 itis not satisfied that the individuals identified as BOs are in fact BOs.

Owns or controls (directly or indirectly)
Regulation Voting Shares Capital Profits

28(6), 28(7) & N/A N/A N/A

Other beneficial owners
TheBusinessnust keepwritten records of all the actions it has taken to identify tB®s
The Business should consider whether it is appropriate to:
a. Decline or cease to act (s&e4.8) or
b. File aSARsee chapter 6), or
c. Both.
If the businesgs satisfied that it can continue to act, tiBisinessnust:
9 take reasonable steps to verify the identity of the senior person in the body corporate responsible for
managing it, and keep writterecords of:
1. all the actions theBusines$ias taken to verify the identity of the senior person; and
2. any difficulties that theBusinesfias encountered in verifying the identity of the senior person.

5.1.17 Businessesn accordance with their legal obligations, need to be diligent in their enquiries about
beneficial ownership, taking into account that the information they need may not always be readily
available from public sources. A flexible approach to informagiatihering will be needed as it will
often involve direct enquiries witblientsand their advisers as well as searches of public records in
the UK and overseas. There may be situations in which someone is considered to be the beneficial

owner by virtue ottontrol even though their ownership share is less than 25%.

Determining BOs in respect of complex structures

5.1.18 In many situations determining beneficial ownership is a straightforward matter. Cases in which
the clientis part of a complex structure will need to be looked at more closely. The diagrams in
APPENDIX E illustrate types of structures, including indivecership and aggregation, which

should be taken into account when determining beneficial ownership.

52 When should CDD be carried out?

When establishing a business relationship

52.1 CDDBshould normally be completed before entering intdasiness relabnshipor undertaking an
occasional transactiorizor guidance on the situation wh&DDcannot be performed before the

commencement of dusiness relationshjsee 5.4 of thiguidance.
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5.2.2  Abusiness relationshiig defined by the2017 RegulationéRegilation 4) as:

Wi odzaAySaas LINRPFSaarzylf 2NJ O2YYSNOAFE NBEFGA?Z2
a customer, which arises out of the business of the relevant person and is expected by the relevant

person, at the time when contactisestd A a KSR (2 KIFI@S Iy StSYSyd 27

Thus generic advice, provided with no expectation of any client felipver continuing relationship
(such as generic reports provided free of charge or available for purchase by anyone), is unlikely to

constitutea business relationshiglthough may potentially be anccasional transactian

52.3 Anoccasional transactiois one not carried out as part oftausiness relationshipJnder Regulation
27 (2) of the2017 Regulatios, CDD must be applied to an occasldrensaction with a value of
empInnn 2NJ Y2NB 6F OOdzydz  GAy3a GKS @FftdzS 2F Ay}
common inaccountancyserviceshbut should it occur then the business must carry @mDin
addition to (a) understand why thdientrequires the service, (b) consider any other parties
involved, and (c) establish whether or not there is any potentiaMbiF- If theclientreturns fa

another transaction thédusinesshould consider whether this establishes an ongoing relationship.

5.2.4  CDDprocedures must also be carried out at certain other times (see 5.1.3), such as when there is a
suspicion oMLTFor where there are doubts abathe available identity information, perhaps
following a change in ownership/control or through the participation of a PEP (see 5.3.11 of this

guidanca.

Ongoing monitoring of the client relationship

5.25 Establishedusiness relationshighould be sulgct to CDDprocedures throughout their duration.
This ongoing monitoring involves the scrutinycténtactivities (including enquiries into sources of
funds if necessary) to make sure they are consistent withotiuza A ¥héwiedg@ and

understanding ofhe clientand its operations, and the associated risks.
Eventdriven reviews

5.2.6 Businesseseed to make sure that documentation, data and information obtainedJDiD

purposes is kept up to date. Events promptinG@Dnformation update must include:

w achange inth©f A BlghtinQ a

w a change in beneficial ownership of thikent

w a change in the service provided to tbiéent

() information that is inconsistent with thé dza A kh&wiedg@ of theclient
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w there is knowledge, suspicion or causedoncern (for example where you doubt the
veracity of information provided). If 8ARhas been made, care must also be taken to

avoid making any disclosures which could constitigping off.

An event driven review may also be triggered by:

w the start ofa new engagement;

w planning for recurring engagements;

w a previously stalled engagement restarting;

w a significant change to key office holders;

w the participation of @ERsee 5.3.11 of thiguidancé

w a significant change in th@ f A BugideSsaactivity (this would include new operations in

new countries); and
Periodic reviews

52.7 Businesseshould use routine periodic reviews to update th€DD The frequency of upating
should be risk based, making use of thelza A §sEasses3ment covered in Chaptenf this
guidanceand reflecting thebusines® | y 2 ¢ f Sdlieht@ndaiy charfg&s in its circumstances

or the services it requires.

Ongping procedures

52.8 TheCDDprocedures required for either evemriven or periodic reviews may not be the same as
when first establishing a netwsiness relationshisiven how much existing information could
already be held, ongoingDDmay require thecollection of less new information than was required

at the very outset.

5.3 How should CDD be applied?

ApplyingCDDhy taking a riskbased approach

5.3.1 Regulation 28(12) of thr017 Regulationgequires adequat€€DDmeasures to reflect thé dza A y Sa & Q
risk assessment (Chapter four of thisidancg. This is important not only to ensure that there is
good depth of knowledge in higher risk cases but also to avoid disproportionate effort in lower or
normal risk cases and to minimise inconvenience for amgakclient No system of checks will
ever detect and prevent alMLTF but a risksensitive approach of this kind will provide a realistic

assessment of the risks. A nerhaustive list of risk factors can be found in APPENDIX D.
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Extensive informabn on how to applyCDDOn this way is contained in the guidance on fisk
sensitive client verification provided by tIMLSGwhich considers a wide range of entity types.

For information on the more frequently encountered entity types see APPENDIX E.

Simplified due diligence (SDD)

5.3.3

534

535

5.3.6

SDD can be applied when a client is low risk, in accordance withuieesse® NX &arpentl 4 a4 S & a

criteria.

CDDmeasures are still required but the extent and timing may be adjusted to reflect the
assessment of low risk, for example in determining what constitutes reasonable verification

measures. Ongoing monitoring for unusual or suspictaarssactions is still required.

Theo dza A wit&rdaBpfdcedures should set out clearly what constitutes reasonable grounds for a
client to qualify for SDD and must take into account at least the risk factors in APPENDIX D and

relevant informationmade available by itanti-money laundering supervisory authority.

In any case, when a client or potential client has been subjected to SDD, and a susplidr-of
arises nonetheless, the SDD provisions must be set aside and the appropriate glerecdili

procedures applied instead (with due regard given to any riglpping off).

Enhanced due diligence (EDD)

5.3.7

A riskbased approach t&€DDwill identify situations in which there is a higher riskMif TF The
NB3dz | GA2ya alLlS Qeidiigence (Regilatiod 33/oKtREY7OREdRIBtior8Must be

applied in the following situations:
w where there is a high risk MLTF;

w in anyoccasional transactioar business relationshiwith a persorestablishedn a high

risk third country;

w in relation to anoccasional transactioor business relationshighere either theclientor
another of the parties to the transaction aestablished ira highrisk third country. This
would predominantly apply to services other than accountancy apart fronrevtiee

businesss handling client money or client assets;

W if a business has determined that a client or potential clientRE® or afamily membeior

known close associatedf aPEP;

w in any case where eienthas provided false or stolen identifiien documentation or

information on establishing business relationship;
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w in any case where a transaction is complex or unusually large, or there is an unusual

pattern of transactions which have no apparent economic or legal purpose;

w in any othercase which by its nature can present a higher risklbTF.

5.3.8 Theo dza A ¥it&@abpfdcedures should set out clearly what constitutes reasonable grounds for a

clientto qualify for EDD and must take into account at least the-higihfactors in APRNDIX D.

5.3.9 EDD procedures must include:

w as far as reasonably possible, examining the background and purpose of the engagement;
and
w Increasing the degree and nature of monitoring of thesinesgelationshipin which the

transaction is made to deterine whether that transaction or that relationship appear to

be suspicious.

W For clients that are higher risk due to connections to a gk third country
o] Obtaining additional information on the customer and its ultimate beneficial
owners
o} Obtainingadditional information on the intended nature of tHmisiness
relationship
o] obtaining information on the source of wealth and source of funds of the

OdzaG2YSNJ YR GKS OdzaG2YSNR&a o0SYSTAOALE 2

o] where there is a transaction, obtaining information on tteasons for the
transactions
o} obtaining the approval of senior management for establishing or continuing the

business relationship
o] Increasing the monitoring of thieusiness relationshjgoy increasing the number
and timings of controls applied.
5.3.10 EDD measures (as detailed in Regulation 33 (5) c2@i€ Regulationsmay also include one or

more of the following measures:

W seeking additional independent, reliable sources to verify information, including identity

information, provided to théusiness;

w taking additional measures to understand better the background, ownership and financial

situation of theclient,and other parties relevant to thengagement;
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w taking further steps to be satisfied that the transaction is consistent with the purpnde

intended nature of thebusiness relationship;

w Increasing the monitoring of thieusiness relationshijmcluding greater scrutiny of

transactions.

Politically exposed person (PEP)

53.11

5.3.12

5.3.13

5.3.14

As set out above, th2017 Regulationspecify thatPEP$as well as certaifamily memberand

known close associatemust undergo EDD. Those who are entrusted with public functions often
have power over public funds and the awarding of public contracts. They should not because of
their highprofile be held to a lower level of scrutiny than other individuals. The nature, and extent

of, such EDD measures must vary depending on the extent of any heightened MLTF risk associated
with individud PEPsBusinessesust treatPEP®n a caseby-case lasis and apply EDD on the basis

of their assessment of thEILTRisk associated with any individuaEPs.

Appropriate risk management systems and procedures should be put in place to determine
whether potential clients (or their beneficial ownergedEPsor family members/known close
associate®f aPEPBusinesseshould consider the risk factors of the country in which BigFhas
a prominent public functionPEP$rom countries with low levels of corruption; strong state
institutions; and credile anttrmoney laundering defences are likely to pose less dflafFrisk

than PEP$rom higherrisk countries.

An individual identified as BEPsolely because of their public function in the UK must still be
treated as @PEPHowever, if thebusinesss not aware of any factors that would place the
individual in a higher risk category, the individual may be categorised as a IdnEfdRegulatio

18 of the2017 Regulationand the risk factors guidance produced by the European Supervisory

Authorities set out factors that might point to potential higher risk. Such factors might also include,

for example:

w known involvement in publicised scandalg., regarding expenses;
W undeclared business interests;

w the acceptance of inducements to influence policy.

In lowerrisk situations dusinesshould apply less onerous EDD requirements (such as, for
example, making fewer enquiries of a9 tfandly members or known close associatasd taking
less intrusive and less exhaustive steps to establislsdleces of wealth/funds of PBPs
Conversely, and in higheisk situationsBusinesseshould apply more stringent EDD measures.
This representpart of the riskbased approach thatusinesseshould take toMILTFcompliance, as

described more fully elsewhere in thisiidance.
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Businessemust treat individuals aBEPgor at least 12 months after they cease to hold a
prominent public functionThis requirement does not apply tamily memberor known close
associates. Family memberadknown close associates PEPsnay be treated as ordinamglients
(and subject only t&€DDobligations) from the point that th€ ERceases to discharge a prominent
public function.Businesseshould only apply EDD measuredPBP$or more than 12 months after
they have ceased to hold a prominent public function whenlihsinesshas determinedhat they

present a higher risk dfILTF.

To establish whether someone igaanily memberor known close associatd a PERbusinesses
are expected to refer only to information that is either in the public domain or already in their
possession. Th2017 Regulationprovide that the definition of damily membemust include the
spouses/civil partners d?EPsthe children ofPEP$and their spouse or civil partner) and the
parents ofPEPsThis is not an exhaustive lisin determining whether othefamily members
should be subject to EDBusinesseshould consider the levels MLTFisk associated with the
relevantPEP In lowerrisk situations, a business need not apply EDD to additfangly members

other than those contained within the defiion set out in the2017 Regulations

The2017 Regulationstate that only directors, deputy directors and board members (or
equivalent) of international organisations should be treatedP&$sMiddle-ranking and junior

officials do not fall with the definition of aPEP.

From January 2020, all EU jurisdictions are required to publish a list of positions that would make
someone a PEP in their country. The list of UK functions is includRetuiation 3%14) of the

amended2017 Regulations.

{AYyO0OS GKS GSN)Y WAYGSNY!I (A2 y¢01TReguNibhakfdF GA2Yy Q A

consideration should be given to the type, reputation and constitution lbédy before excluding

Qx

its representatives from EDD. Bodies such as the United Nations and NATO can confidently be
considered to fall within the definition. The context of targagementnd role of thePERN

respect of it should also be considered. Thgulations are clear that only directors, deputy
directors and board members (or equivalent) of international organisations should be treated as

PEPs.

Businesseare required to use riskensitive measures to help them recognidePsThis can be as
simple as asking theientthemselves or searching the internet for public information relating to
the PEPBusinesselikely to provide services regularly REPshould consider subscribing to a
specialist databasd@Businessethat use such databases must understand how they are populated
and will need to ensure that those flagged by the database fall within the definitiodP&Ry family

memberor known close associates set out by th017 RegulationdDuring the life of a
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relationship, and to the extent that it is practical, attempts should be made to keep abreast of

developments that could transform an existiolientinto aPEP.

5.3.21 Businessewanting to enter into, or continuea business relationshipith a PERmustcarry out

EDD, which includes:

w senior managemenrdpproval for the relationship;
w adequate measures to establish sources of wealth and funds; and
w enhanced monitoring of the ongoing relationship.

As set out above, the nature and extent of EDD measumest vary depending on the levels of

MLTRisk associated with individu®EPs

5.3.22 The Financial Conduct Authority (FCA) has publigie¢ailed guidancen how businesses that it
supervises foMLTFpurposes should identify and tre®EPsBusinesses may find this guidance

useful in determining the approach that they should take to identifying and applying EPEP&

5.3.23 Recital 33 of th&U Directivéwhich the2017 Regulationbring into UK law)makes it clear that
refusing abusiness relationshiwith a person solely on the basis that they arBEHs a contrary to
the spirit and letter of theEU Directiveand of theFATFtandardsBusinessemiust instead
mitigate and manage any identifiddLTHisks and should refudeusinesselationshipsonly when

such risk assessments indicate that they cannot effectively mitigate and manage these risks.

Financial san@bns and other prohibited relationships

5.3.24 Businessemust comply with any sanctions, embargos or restrictions in respect of any person or

state to which the UN, UK or EU has decided to apply such medgaligsis published by HM

Treasury). Businessemay be directed to not enter intbusiness relationshipsarryout occasional
transactionsor proceed with any arrangements already in progress, and have an obligation to
NBLR2NI alyOiArzya oNBFOKSa (2 la ¢NBlF&adzZNEQaE hTTA
(separately to the making of an exterrsdRo the NCAwhere appropriate). Dependingn the

circumstances, sanctions imposed by overseas countries may also apffyliosinesses.

5.3.25 Financial sanctions can be a complex and changeable area. Detailed discussion of it is beyond the

scope of thigguidance Businesseshould make use ohe guidance published by OFSIFSI also

offer a freee-alerts servicao helpbusinessesstay upto-date with developments in financial
sanctionsBusinesseshould note tha?2017 Regulationset out specific reporting obligations for
certainbusinessesncludingexternal accountants, auditorandtax advisersAbusinesghat fails
to comply with its reporting obligations will be committing an offence, which may result in a

criminal prosecution or a monetary penalty. For further information on the reporting obligations
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refer to the OFSI guide to financial sanctioBasinessesnsure oftheir legal obligations should

seek legal advice.

Can reliance be placed on other parties?

541

54.2

543

Businesseare permitted to rely on certain other parties (subject to their agreement) to complete

all or part ofCDD.

This is permitted only if the other party is a member of thgulated sectom the UK, or subject, in
an EEA or noikEA state, to an equivalent regulatory regime which includes compliance supervision

requirements equivalent to th&U Directive.

Busnesseshould note that where one party places reliance on another they must enter into an
agreement (that should be in writing) to ensure that the other party will provideGB®
documentation immediately on request. An arrangement of this kind canskéubiand efficient
when the two parties are able to build a relationship of trust, but it should not be entered into
lightly. Liability for inadequat€DDremains with the relying partyBusinesseplacing reliance on

another should satisfy themselves tvithe level ofCDDbeing undertaken.

Parties seeking reliance

544

545

5.4.6

Abusinesselying on a third party in this way is not required to apply standaii but it must still
carry out a risk assessment and perform ongoing monitoring. That mesahatitd still obtain a

sufficient quantity and quality cEDDnformation to enable it to meet its monitoring obligations.

In addition, thebusinesseeking to rely on a third party remains liable for @iyfailings

irrespective of the terms of th€DDagreement.

If relying on a third partyhusinessemust obtain copies of all relevant information to sati€fpD
requirements. They should also enter into a written arrangement that confirms that the party
being relied on will provide copies afantification and verification documentation immediately on

request.

Parties granting reliance

5.4.7

Abusinesshould consider whether it wishes to be relied upon to perf@mdDfor another party.
Before granting consent, lausinesshat is relied upon mst ensure that itslient(and any other
third party whose information would be disclosed) is aware that the disclosure may be made to the

other party and has no objection to the disclosure. It should make sure that:
() it has adequate systems for keepingpper CDDrecords;

w it can make available immediately on request:
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0 any information about thelien’BO gathered duringcDD and/or

o] copies of any information provided during client/BO identity/verification or

documentation obtained durin@DD.

w It cankeep thoseCDDrecords securely for five years after the end of thesiness

relationship.

Group engagements

5.4.8 When a relevanbusinesgontracts with a group of companies that are under the control of a
parent undertaking, all of which could be coresidd clients it may wish to consider applyif@OD

in a proportionate, risksensitive way by treating the group as a single entity.

Subcontracting

5.4.9 Where a relevanbusinessA, is engaged by anothbusinessB, to help with work for one of its
clierts or some other underlying party, C, then A should consider whethefidatis in fact B, not
C. For example, where there is bosiness relationshifprmed, nor is there an engagement letter

between A and C, it may be th@DDon C is not required biughould instead be completed for B.

5.4.10 On the other hand, where there is significant contact with the underlying party, or where a
business relationshiwith it is believed to have been established, then C may also be deemed a
clientand CDDmay be reqired for both C and B. In this situation, A may wish to take into account
information provided by B and the relationship it has with C when determining ®@biis
required under its ristbased approach. It should be noted that the same considerations are

relevant in networked arrangements, where work is referred between member firms.

Evidence gathering

5.4.11 The2017 Regulationdo not prescribe what information sourcedasinesshould consult to
perform CDDeffectively. There are many possibilities, including direct discussions wittliéms
and collecting information from its websites, brochures and reports, as well as public domain
sources. It is particularly important to make sure that tientis whothey say they are. Since the
purpose ofclientverification is to check thelientidentity information already gathered, it is
important that the information used at this stage is drawn from independent sources and any

identity evidence used should be froan authoritative source.

5.4.12 In higher risk casdsusinessemust consider whether they need to take extra steps to increase the
depth of theirCDCknowledge. These might include more extensive internet and media searches
covering theclient,key counerparties, the business sectors and countries and requests for

additional identity evidence. Subscription databases can be a quick way to access this kind of public
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domain information, and they will often reveal links to known associates (companies and

individuals) as well.

Clientverification means to verify on the basis of documents or information obtained from a
reliable source which is independent of the person whose identity is being verified. Documents

issued or made available by an officiady can be regarded as being independent.

It is important that verification procedures are undertaken on a-seksitive basis. Refer to
APPENDIX B for a nerhaustive list of documents that can be used for verification purposes.
Further help carbe found in theJMLS@uidance.

Copies of documents

Certification

5.4.15

Businesseshould consider how they will demonstrate the provenance of document copies. When
the original was seen byralevant employeé should be sufficient for that person to endorse the
copy to that effect, including the date on which it was seen. When thg cojginates from outside
the businessthe standing of the person who certified it should be consideredratelant
employeeshould be aware of the risks associated with certified copies (for example, that such
documents may be falsified). It may be mesary to stipulate acceptable sources for certified
copies; for exampldyusinessemay decide to restrict acceptance to those persons in the

permitted categories for reliance (see 5.3.27 of thisdancg.

Annotation

5.4.16

Where a document is not an ginal but could be mistaken for one, it should be annotated to that
effect. This is particularly true for documents sourced from the internet, such as downloads from
Companies House, from the website of a regulator, stock exchange or government depaxment,
from any other suitable source. Documents of this kind should carry an indication of the source and
when the download took place sometimes in the automatic page footers/headerand these

would satisfy this requirement. Where necessary and takirigkebased approach, such

documents (whether downloaded or otherwise) should be validated with an authoritative source

such as a government agency.

Use of electronic data

54.17

Businesses may choose to use electronic identification processes eithegioltn or in
conjunction with other papebased evidence, on a ridlased approach. A number of subscription
services, many of them online, give access to idemétgited information. A broad variety of

electronic verification systems exist, includifep$e drawing on multiple sources, those relying on
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the selfcapture of documentation using an interactive application, and those that provide
credentials which confirm a third party has validated the ID. Companies House registers of persons
of significantcontrol may be used but may not be relied upon in the absence of other supporting

evidence.

5.4.18 Before using any electronic service, firms should ensure they understand the basis of the systems
they use and question whether the information is relialdemprehensive and accurate. The
process should be secure from fraud and misuse and capable of providing an appropriate level of
assurance that the person claiming a particular identity is in fact the person with that identity, to a
degree that is necessafor effectively managing and mitigating any risks of money laundering and

terrorist financing. Consider the following:

W Does the system draw on multiple sources®single source (e.g., the electoral register) is
not usually sufficient unless there ardditional controls to validate the information. A

system that combines negative and positive data sources is generally more robust.

w Are the sources checked and reviewed regularfyystems that do not update their data

regularly are generally more prone tnaccuracy.

w Are there control mechanisms to ensure data quality and reliabilitg¢stems should have
built-in data integrity checks which, ideally, are sufficiently transparent to prove their

effectiveness.

w Is the information accessiblel? should bepossible to either download and store search
results in electronic form or print a hardcopy that contains all the details required (hame of
provider, original source, date, etc.). It is sufficient to have a record of the issuer of a
document and its unigel identifier, it is not necessary to have a reproduction of the

original document.

w Does the system provide adequate evidence that the client is who they claim to be?
Consideration should be given as to whether the evidence provided by the system has
been obtained from an official source, e.g., certificate of incorporation from the official

company registry, or passport.

5.5 What happens if CDD cannot be completed?

When delays occur

5.5.1 Thebusinesshould still gather enough information to form a geakunderstanding of th®©t A Sy (i Qa

identity so that it remains possible to assess the risklbTF.

5.5.2 The2017 Regulationdo recognise tha€CDDwill sometimes need to be completed while the

business relationshiis established, rather than before. But delays of this kind are only permissible
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when there is little rislof MLTFand it is necessary to avoid interrupting the normal conduct of

business. Such exceptions will be rare (see 5.4.6 ofthdanceand theCCAB guidance on

completion of CDD during urgent work

5.5.3 When most of the information needed has been collected beforetthginess rationshiphas
begun, it may be acceptable to have a short extension (to allow for information collection to be
completed) provided the cause of the delay is administrative or logistical, nddthet Sy (i Q &
reluctance to cooperate. To ensure the reasons\akd, and should not give rise to suspicions of

MLTE it is recommended that each extension be considered individually and agreed MLR®©.

5.5.4 Extensions to th€DDschedule should be specific, wdkfined and timeimited. There should be

no graning of general extensions (such as for particelanttypes).

5.5.5 Noclient engagemen(including transfers aflientmoney or assets) should be completed until

CDDhas been completed in accordance with thedza A ¢f® aréc&dures.

5.5.6 Provided th& CDDs completed as soon as practicable, verification procedures may be completed
during the establishment of business relationshiibit is necessary not to interrupt the normal
course of business and there is little riskMIf TF In some situationdt may be necessary to carry

out CDDwhile commencing work because it is urgent. Such situations could include:
w some insolvency appointments;

W appointments that involve ascertaining tii2f A fgalipBsition or defending them in

legal proceedings;
w response to an urgent cyber incident; or

W when it is critically important to preserve or extract data or other assets without delay.

5.5.7 Itis recommended that these categories are considered carefully and defined bjLiR€xo

ensure that the reasons for any extension are appropriate.

5.5.8 The principles underlying the examples above are that there must be a pressing or urgent need for

tkS aSNWAOSa 6KAOK A& OFdzASR o0& SEGSNYyLt T 002N

5.5.9 Further examples may include a request for an urgent review of cash flows and business funding to

determine whether a bank will continue to fund a client; an urgesgjuirement to negotiate a

GOGAYS (2 LI eé FNNFYy3ISYSyid 6AGK 1 aw/ T 2N OANDdzY a

on the client business which could lead to job losses or an adverse impact on vulnerable

individuals.
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5.5.10 Commercial deadlines alowsould not meet the test, nor would an audit deadline or normal

deadline to prepare and file accounts unless there were very unusual circumstances.

55.11 Thebusinessrdza i adAfft 3L GKSNJ Sy2dzZaK AyF2NXNIGA2Y (G2 F:
identity so that it remains possible to assess the risklbTFAny electronic checks available to the
FANY &dK2dz R 6S O02YLX SGSR a akKz2dzZ R 2Ly az2dz2NDS

5.5.12 Since the CDD is to be performed whilst establishibgsiness relationship, it should be complete

by the time the final work is provided to the client.

5.5.13 Where a firm decides to extend the circumstances in which it will apply Regulation 30(3) each

request should be considered and approved by the MLdR@n appropriate deputy.
Cessation of work and suspicious activity reporting

5.5.14 If a prospective or existing client refuses to proviZieDinformation, the work must not proceed
and any existing relationship with the client must be terminated. Taishe a particular problem
where an insolvency practitioner cannot resign. Insolvency Practitioners should refer to the
appendix to this guidance that deals with the requirements for insolvency work. Consideration
must also be given to whether or notSfRshould be submitted to thélCAunder POClor TA
2000(see Chapter six of thguidance.

5.6 What are the obligations to report discrepancies in the People with Significant Control register?

5.6.1 Before establishing husiness relationshjith a UK company, unregistered company, LLP or
Scottish limited partnership,lusinesy dza & 20 GF Ay LINRP2F 2F GKSANI Of A S
People with Significant Controldt { / ¢ 0 NBIAAGSNE 2N Iy SEOSNLII 27

5.6.2 From 10 March 2022 busines®stablishing dusiness relationshiwith a trust must obtain proof
2T (GKS GNYzZAGQa NBIAAGNIX A2y 2y GKS ¢NHzaG wS3aiaid

registered.

5.6.3 If abusinessdentifies a discrepancy between the inforna that they gather while carrying out
their duties under the2017 Regulation&uring client take on processes), and the information that
is on the PSC register or TRS,ldhsinessnust report that discrepancy to Companies House or

HMRC as applicable.

5.6.4 A person named on the PSC register may not be the persobusieessdentifies as deneficial

ownerunder CDD procedures, due to different definitions for a PSC &edeficial owner.
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What constitutes a discrepancy?

5.6.5 The purpose behind PSiGcrepancy reporting is to ensure that the information on the PSC register
Ad FRSljdzr iSZ F OO0dzNI GS | yR O dzNNI RégdiatianBuiHMO NS LI y O &
D2OSNYYSYyGQa AYUSNIINBGlIGA2Y 2F GKS ed FoufGrfidi A 2y A &

information (including what constitutes a material discrepancy) see€tbmpanies House guidance

When shoulda discrepancy be reported?

5.6.6 A discrepancy must be reported as soon as reasonably practicable after the discrepancy is
discovered, which would normally be within 30 days of identifying the discrepancy. Bulk reporting

on a periodic basis is not permitte

5.6.7 Businessedo not have to wait for a response from Companies House or HMRC before taking on
their clients.The decision as to whether to establisbasiness relationshiwith that entity is up to
the businessbhased on their usual riskased appoach.Businesseshould assess the relevance of
any discrepancies within their CDD process. In particular if it appears the discrepancy is intentional,

the businesshould consider the veracity of other information received from thient.

5.6.8 Discrepancies only have to be reported when establishing abumimess relationshiBusinesses

do not have to review the records of existiolients,or report during CDD refreshes.

5.6.9 A discrepancy report is not a substitute foBARbut finding a discrepancy does not in itself require
a regulated firm to submit 8ARThe normal tests for when a SAR is required still @sply

Chapter 6 for more details.
Time lags in updating the regiiers

5.6.10 Companies House will investigate the discrepancy report and, in most cases, contact the company.
If the information on the register is incorrect, Companies House can use a nhew power which allows
them to remove incorrect information. They wélkpect the company to update the register and
gAff dzyRSNIIF1S O2YLIX ALFYyOS FO0GA2y AFT (KA& R2SayC

5.6.11 If abusinessdentifies a discrepancy on the PSC register or TRS arulighécorrects the
discrepancy within a reasonable period, which wousdially be 30 days of tHausinessdentifying
the discrepancy, thbusinessloes not need to make a report to Companies House or HMRC if they
are satisfied that the PSC register or TRS is now correct. This is on the basis that no material error
would exis. Similarly, if there is a change in ownership efiant,a discrepancy between the PSC
register and the information the business has collected is only reportable dligret does not

update the PSC details within the permitted time period for doing s
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Do overseas branches and subsidiaries have to report discrepancies on UK entities they are taking on?

5.6.12 Overseas branches and subsidiaries must abide by equivalent overseas regulation2ab#he
RegulationsAs it is likely there will be no appriate equivalent in the case of taking on UK

entities, discrepancies should still be reported to Companies House or HMRC.

5.6.13 In instances where multiple branches or subsidiaries of the same group are taking on the same
client at the same time, if f&sible, the group may file one report as soon as is reasonably possible,

rather than several (from each subsidiary).

How do you report a discrepancy?

5.6.14 TheCompanies House guidandetails how to report a discrepancBusinesseshould keep

records of any reports that are made to Companies House or HMRC for a period of five years.
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6 SUSPICIOUS ACTIVITY REPORTING

w What mug be reported?

w What is the Failure to Report Offence?

w What is the Tipping Off Offence?

w What is the Prejudicing an Investigation Offence?

W When and how should an extern8ARbe made to theNCA?
w What is aDAMLand why is it important?

w What shouldhappen after an externé&ARhas been made?

6.1 What must be reported?

The reporting regime

6.1.1

6.1.2

6.1.3

6.1.4

Businessemust have internal reporting procedures that enabdevant employeeandagentsto
disclose their knowledge or suspicionaMif TE Anominated officemust be appointed to receive
these disclosures (thiguidanceassumes that this role will be filled by tMLRQ. In the regulated
sector it is an offence for someone who knows or sesp thatMLTFhas taken place (or has
reasonable grounds) not to report their concerns to thditRQ(or, in exceptional circumstances,
straight to theNCA.

TheMLROChas a duty to consider all such interi@&ARslIf theMLRCalso suspectMLTRhen an
externalSARnust be made to th&NCATypically, thea [ w tkifb@&ledge or suspicions will arise
(directly or indirectly) out of the intern@ARshey receive.

{AYAEF NI WFIAfdzNBS (2 RAAOE24SQ LINP@GAAA2YA | NB T2

Businesseshould be aware that a SAR may be about persons otherdliamts The key elements

required for a SAR (suspicion, crime, proceeds) are set out below.

Suspicion

6.1.5

CKSNE Aa @OSNEB fAGGES 3FdzZARI yOS 2remaidsksubjective2 y a G A G dzi
Suspicion does not require documepased evidence, it may be a particular fact pattern, a series
of red flags or general observations that cause concern. Some pointers can be found in case law,

where the following observations have beenade. Suspicion is:

() a state of mind more definite than speculation but falling short of eviddrased

knowledge;
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W a positive feeling of actual apprehension or mistrust;

w an opinion with some foundation.

Suspicion is not;
W a mere idle wondering;

w a vague feeling of unease.

6.1.6 ASARmust be made where there is knowledge or suspicion of money laundering, but businesses

must not makeSAR$ased on speculation. For example:

w A suspicion is formed that someone has failed to declare all their indontbe last tax
year, to assume that they had done the same thing in previous years would be speculation
in the absence of specific supporting information; howelvesinesseshould take

appropriate risk management procedures if these suspicions elehateigk of theclient.

W The purchase of a braatew Ferrari by & A 8nfrici@ &ontroller is not, in itself,
suspicious activity. However, inconsistencies in accounts for which the financial controller

is responsible could raise speculation to thedl of suspicion.

6.1.7 ASARR A | f a2 NBIdZANBR ¢gKSy (GKSNB | NBLTRANS$aaz2yl of S
objective test, i.e., the standard of behaviour expected of a reasonable person in the same

position. Claims of ignorance or naivety ai@defence.

6.1.8 Itis important for individuals to make enquiries that would reasonably be expected of someone
with their qualifications, experience and expertise, provided the enquiries fall within the normal
scope of theengagemenor business relatioship In other words, they should exercise a healthy
level of professional scepticism and judgement and, if unsure about what to do, consulhiR®
(or similar) in accordance with theusines® 2 6y LINP OSRdzNSa® LT Ay R2dz
and report to the MLRO.

The information or knowledge that gave rise to the suspicions should have contbédndividual in the

course of providing defined services.
Crime

6.1.9 Criminal conduct is behaviour which constitutes a criminal offence in therJUKit happened

overseas, would have been an offence had it taken place in any part of the UK.

6.1.10 There is an overseas conduct exception, set out in Section 330 (PO@AThis provides a

defence against a charge of failure to report where:

w the conduct is reasonably believed to have taken place overseas; and
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w it was lawful where it took place; and

w the maximum sentence had it happened in the UK would be less than 12 months.

(For offences under the Gaming Act 1968, the Lotteries and Amusements Act 1976 and Section 23 or 25 of

the FSMA 200€he exemption still applies even if the UK sentence is more than 12 months.)

Because these tests are complex and burdensdviieROgnay wishto seek legal advice to resolve any

doubts.
6.1.11 There is no similar overseas conduct exemption for reporting suspicions of terrorist financing.

6.1.12 In most cases of suspicious activity, the reporter will have a particular type of criminal conduct in
mind, but this is not always the case. Some transactions or activities so lack a commercial rationale
or business purpose that they give rise to a suspiciddlof - UK law defines money laundering
widely; any criminal conduct that results in criminal peaty is classified as money laundering.
Individuals are not required to become experts in the wide range of criminal offences that lead to
money laundering, but they are expected to recognise any that fall within the scope of their work

and exercise profgsional scepticism and judgement at all times.

6.1.13 An innocent error or mistake would not normally give rise to criminal proceeds (unless a strict
liability offence). If alientis known or believed to have acted in error, they should have the
situation explained to them. They must then promptly bring their conduct within the law to avoid
committing a money laundering offence. Where there is uncertainty because certain legal issues lie
outside the competence of the practitioner, tlientshould be reérred to an appropriate

specialist or legal professional.

Proceeds / criminal property

6.1.14 Criminal proceeds can take many forms. Cost savings (as a result of tax evasion or ignoring legal
requirements) and other less obvious benefits can be proceedsrak. Where criminal property
is used to acquire more assets, these too become criminal property. It is important to note that

there is no question of a de minimis value.

6.1.15 If someone knowingly engages in criminal activity with no benefit, then tiv@y have committed
some offence other than money laundering (it will often be fraud) and there is no obligation to
make aSARBusinesseshould nonetheless consider whether they are under some other

professional reporting obligations.

A checklist for th&sAReporting process can be found in APPENDIX C.
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6.2 What is the Failure to Report Offence?

6.2.1 Individuals should make sure that any information in their possession which is part of the required

disclosure is passed to thdLRCas soon as practicabpossible.

6.2.2 Where, as a result of an intern@ARthe MLROobtains knowledge or forms a suspiciondf TF,
they must as soon as practicable make an exte®##Ro the NCATheMLRGOmay commit 8POCA

Section 331 offence if they fail to do so.
Failureto disclose: defences and exemptions

6.2.3 There are some defences against failure to disclose:

w Overseas conduct (see 6.1.10)
w Privileged circumstances exemption applies (see 6.2.21 to 6.2.25);
W Therelevant employeer agentconcerned did not know about or suspédt TFand had

not received the training required by Regulation 24 of 2047 RegulationsAs no training
was provided, theelevant employeer agentis not bound by the objective testi.e., to
always reportwherii KSNBE | NB WNBIlF a2yl ofS INBmmfieaQ F2NJ

businesdhas committed an offence by failing to provide training.
Reasonable excuse defence

6.2.4 Reasonable excuse has not been defined by the courts and is not likely to apply in most cases.
Circumstances whicimay provide a reasonable excuse for not reporting suspicions of money

laundering include for example:
w If the reporter is under duress ordhe is a threat to their safety,

W If it is clear that a law enforcement authority (in the UK) is already awaaé thfe relevant
information that thebusinessolds, orall the relevant information is entirely in the public

domain.

This is not intendedb be an exhaustive list. Moreover, reporters should be aware that it will
ultimately be for a court to decide if a reporters' excuse for not making an authorised disclosure
report under section 330 was a reasonable excuse. Reporters should clearly da¢heie

reasons for concluding that they have a reasonable excuse in any given case and, if in doubt, may

wish to seek independent legal advice
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